MINUTES

Committee on Personnel
{Informational}
Tuesday, February 12, 2013
8:15 a.m.
Tenth Floor Conference Room - Lansing City Hall

CALLL TO ORDER

The meeting called to order at 8:30 a.m. — No quorum, discussion only.

ROLL CALL

Councilmember A’Lynne Robinson, Chair

Councilmember Carol Wood, Vice Chair

Councilmember Brian Jeffries, Member — excused absence
Councilmember Jody Washington, Member — excused absence

OTHERS PRESENT

Diana Bitely, Council Staff
Arnie Yerxa, Internal Audit

Don Kulhanek, Law

Lindsay VanHulle, LSJ

Andy Balaskowitz, City Pulse
Randy Hannan, Mayor’'s Office
Kathie Dunbar, Councilmember

APPROVAL OF MINUTES

None.

PUBLIC COMMENT ON AGENDA ITEMS
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None.

DISCUSSION/ACTION

Policies and Procedures

Mr. Hannan stated that while the Administration is hesitant to weigh in on Council's
political strife, however, when our Administration is dragged into it and being accused
of something of which are categorically false. Councilmember Washington commented
that IT cleaned up the computer, fixed up the quote the minutes of January 25, 2013.
She alleges that the IT department “cleaned” up.

Councilmember Robinson add “if’ preceded the statement, her statement was “if’
before her statements as well.

Mr. Hannan stated also that the assertions that the computer was tampered with were
ignored and all claims were false. If you are going to level outrageous charges against
my employees, you must present evidence. He will not permit abusive questioning of
his employee.

Councilmember Robinson stated that he has not been abused: he has not been
present as requested by the committee.

Councilmember Wood questioned Mr. Tumbarella on the ability of IT to monitor
Council computers as requested by the President. She and Mr. Tumbarella have
communicated via email.

Robinson- who do you contact if there is a problem with a piece of equipment.

Mr. Tumbarella responded that it comes through the help desk, sometimes
Councilmembers contact IT directly. The process and length of time depends upon
what the issue is. It could be one day or it could mean a length of time waiting for
parts. Some equipment we have spare parts for, however, if it is a software issue,
there is no charge for that. Council would be charged for service if there were a charge
for it and it would come out of the miscellaneous account. It is never signed off by
anyone. If there is a charge, we typically let the department know.

Councilmember Robinson stated that there are instances where all of the computers
need to be in the office for updates.

Mr. Tumbarella stated that the office manager typically coordinates the updating of
equipment. The only instance where we would have a sign off by Council would be the
purchase of a big ticket item. In the past, the Office Manager coordinates based upon
the Council’s direction to do something.

Councilmember Robinson clarified that there is no protocol solidly established in the
Council office and there ought to be one so that everyone is clear on the policies,
procedures, and protocol. There is no governing policy that says how Council would
handle issues. She questioned what would work best for the |.T. Office.
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Mr. Tumbarella stated that with the schedules of Council, it remains the best method
to have the Office Manager coordinate.

Councilmember Wood questioned if Eric were asked to look to see if there were
inappropriate use of city owned equipment; what would be good timeline to monitor.

Mr. Tumbarella stated that we do not, citywide, look for misuse of city property when a
computer comes in for repairs/updates, etc. Depending on what was asked to be
done, it could take anywhere from 24-72 hours. It isn't done in any other department,
unless there is an open investigation or suspicion and it goes through the Human
Resources Department. We have had situations where we have taken a computer
immediately from an employees’ desk due to an immediate need to do so. But, as a
rule, we do not regularly monitor.

Councilmember Robinson commented that the goal is to create a policy which outlines
expectations and policies for Councilmembers. The current policies cover Council
staff, but do not deal with Councilmembers at all.

Mr. Kulhanek stated that the distinction is Council’s ability to supervise staff, but not
each other.

Mr. Tumbarella clarified that there is a break/fix issue versus of things that rise to the
level of an investigatory nature. They are very different things and we look to Council
to know how Council wants to handle these types of issues.

Councilmember Robinson clarified that that is the point of this, to find out who is
ultimately responsible for the city’s equipment. Any policy developed here is not
retroactive, so all the other conversations prior to this, or issues, this is a policy going
forward to govern our choices in the future. She questioned then who is responsible
for our equipment in Council. She questioned if the idea is that individual
Councilmembers are responsible for their own equipment and do not go through
Council staff for resolution.

Mr. Kulhanek stated that the policy did not consider these ideas when it created its
policy.

Councilmember Wood suggested that at the next meeting, the policy is available and
have staff provide the information to Law

Mr. Tumbarella stated that break/fix would not be a part of the usage policies. Whether
you are buying a replacement monitor for $500, there must be policies surrounding it.

Councilmember Robinson suggested that another policy is created to handle break/fix
issues that result in a cost to the city.

Mr. Tumbarella stated that if there is an investigation, guidance for how to handle that
would likely be sought from the City Attorney’s office.
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Councilmember Robinson reminded the group what the policy was adopted as a result
of a sexual harassment suit, yet the policy does not address the intent at the time of
the settlement. She requested Mr. Tumbarella look at the usage policy and indicate
which portions make sense or do not make sense.

Mr. Tumbarella stated that |.T. does not “monitor” computers. If there is an
investigation, we have a procedure on how that is handled. There is no routine
monitoring that is done on computers. We make the assumption that people are using
them appropriately and if requested by the “appropriate” person.

Councilmember Robinson questioned

Mr. Kulhanek stated that the Personnel Committee handles staff issues.
Councilmember Robinson questioned what staff is expected to do when there is no
policy or procedure to follow with regard to council’s technology. Staff has nothing to
refer to

Staff is to provide the Council’s Technology budget for the past four years; list of
expenditures that were charged from Information Technology.

Councilmember Robinson requested that the City Attorney rewrite the computer usage
policy be re-written to account for Councilmembers equipment.

RECEIPT OF COMMUNICATIONS

None

OTHER

None

PENDING

Computer Usage Policy

ADJOURN

The meeting was adjourned at 9:35 a.m.
Submitted by,

Diana Bitely, Recording Secretary
Lansing City Council

Approved by the Committee on 2/25/2013.

Appropriate documents attached to original set of minutes.
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AGENDA

Committee on Personnel
Tuesday, February 12, 2013 @ 8:15 a.m.
10" Floor Conference Room, City Hall

Councilmember A'Lynne Boles Robinson, Chair
Councilmember Carol Wood, Vice Chair
Councilmember Brian Jeffries, Member
Jody Washington, Member

1. Call to Order

2. Roll Call

3. Approval of Minutes

4. Public Comment on Agenda Items

5. Discussion/Action:

A.) Policies and Procedures
6. Other
7. Adjourn

8. Pending
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CITY OF EAST LANSING
TECHNOLOGY AND COMPUTER USE POLICY

LOOVERVIEW

‘The department of Information Systems intenton for publiching an Acceptable Use Folicy is not Lo impose
FeSIFCHONS TRAL 3¢ COMERTY 8 We Cliv 07 Bast Lansisgz 5 ¢s1adishoc CWnre a7 0pen1ess, [nst and
integeiiy. The deparimont of Information Systems is cormitted 4o protecting she Chiy of Last Lansing’s
emplovees, pariners and the citv from illegal or damagiag acrions by individuals, zither knowingly or
unkrowingly.

FrternetfEnirasct/Fx trane —rebated sysiems, inehiding banonel bonited to compuater cqunment, solbeeare
operating systems, storaze media, nerwork accounts providing elecironic mail and web browsing are the
praparey of the City of Fast Lansisg, These svstems aseto e used for husingss purpeses in serving the
wlerests of the gity, and o owr clients and cestomers mehe course of ormal operaticns, Please roview
uman Resources policics for further details.

The L& depariment maiitains he Computer and Tecknskgy Resource Usage Policyron behall of the City
of East Lansing, Howevey, other departizents may deve op supplemental policies asdd controls o
accommuodale specific reguirernent 5o lony as these polizies do not compronsse the o1y’s policies and
condrots, This policy B abic subject to IT General Coatiols as required by law and by audit such as
compliznee audits by veadors er third-party mnstitutions retained for sach purposes.

Elfsctive security is 2 team = flort lnvalving the participation and support of every Cety of East Lansing
emploves and affiliate who deals with information and/er information systems. It is the responsibility of

every computer user to knaw these puidatines, and to sonduct their activitied accordirely.

LOPURPOSE

The purpose of this policy1s to owldine the acceptable use of computer cquipment at the City of Tast
Lansing. Thesc rales arcin place t protect the emplover and the City of East Lansiag. Inappropriaie use
axpoaes the Uity of East Lansing to risks inchading vime attacks, compromise of networl systems and
servines, and logal tssues

3.0 SCOPE

This pelicy applics te cnployees, sontractors, consultatrs, tomporarios, and other woikers at the Ciry of
Ease Lansing. including al personnel affiliated with third partes. This policy applies o all equinment that
s ownoed or kased by the City of East Lansing,

LB POLICY
4.1 General Use and Owaership

I While the City of Enst Lansing's notwork admiristration desires to provido areasotable level of
privacy, users shonld be sware that the data they credte an the corporate systems remarms the
propoity of the Ciry of Bast Lavsiag. Decause of the noed w protoct e Cigy o Faw Lassing's
netursre, managenent canant gaamantes the carfidantiality of informating dered on any network
o local device beicneing to e City of East Laasing,

. Emplovees are segponsible for cxereising geod judgment regarding the ressoasbleness of perscrsal
s, Lrabividual depaiiscaty aro ressousibls for Sicading gadelines sunsoma penional use of
Iternet Intraned Lxtzanet systens, In the absense of such policies, emplovees should be guided by

doparimsentel polisiss on personcluse, and i heee i3 any unsertamdy, vinployess should consult

Thedt SUpervisor O MERREET.




CITY OF EAST LANSING

3. Forsecurity and actwork maintenancs purposes, authorized mdividuals within the City of East
Lapsing mav moniler equipment, systems and aciwork traffic at any time.

4. The City of Fast Lansing reserves the right te sudit nobworks and systems 71 2 periodic basis to
ensure complince with this policy.

4.2 Securlty and Propriecary Informatlon

1. Access to compuier roome will be limited to staff who require aceess for the rormal performance
of their jobs. Teinputers with sznsitive informetion installed on te 1ocal disg drive should be
seented 11 g locked toom or office during non->usiness hours. Equipment which ts to be removed
from City of Eaet Lansing property must he gporoved it advance with the 5. deparimert and an
inverniory of this syuipment taintaized by 1.8,

1 Quly tegally hcensed software will be installed on City of Lest Lansing coxputers. Users are
expected to read, understand and corform 9 the Heense requarements of any so frware produci(s)
they uze or instali. Software cannot be copied ¢rinstalled without the pervission or involvement
of the 18, deparizienl.

3. LS. will configure aH workstarions with vieus protaction softbware, which shenld not he removed or

divaldul, Eovh compluyos fo soapuonsibiv fn pioveting ik cutupicy agobist vidus aitach Ly
following 1.8 guidelines for scanning sl inceming communications and medis, and by not
disabling dhe anti-virus application instalied ont their worksiation. AL data disks and files entering
ot leaving City of Enst Lonsing shoudd be scanaed for viruses.

4. AL staff will log vut of the network and tuen their computers off before leavmg the offive at night.
Stoff should log off of the netoork when they will be away from their desk f1 an exntended period.

5. Keep passwordt secure and do not share accenats. Authonzad users are responsible for the
secirity of their prsswords and accounts.

6. Because informaton contained on portable corapulers i especially valnersh e, special care should
Lo cacrvisod wlen wsing, storiig, o vassperiig porteble Jaswop) winputes,

7T Pastings hy emplayees fram the City of Tast T svaing email address fo newsgranps chanld nnt
ceowr umless posting IS in the course of busines: duties.
€. All hosts used by the amployee that are connecod to the Gty ol East Lansing

[atemet/ Intrenet/ Txtraset, whcther owned by the craployes or the City of Last Lansing, shall be
continuatly exectring approved virus-scannirg sofiware with a current vires ditshase anless
overridden by dopartmcnial of group policy,

G, Emplovess must ese exlreme caudon whor ooaning c-mail siachraonis recenved from unknowno
seucers, which may contain viruses, e-iail bomnbs, or Trajen horse code,

4.3, Bnoecopitable $se

The fllowing activitics are, is genczal, prohibited. Frep Uyees may be exempied fom trese mestiotions
during the courge of theis legitimate job responsibilities w0.g., systoms administrating résff may have a need
t disable the nelwork access of a hos: il that host is dsrspling production seTvices).

Unde: no clicusistancss s an sinploves of the Ciuy of Best Lansing authocized o cngape o any activity
thatis illogal wnder local, siate, fodoral or infornational few while utihzing the City of Cast Lanaing swned

ITHOUITES,

Thie Hsms below rre by noreenns exhausiive, huat attemypt to arovide a Famework for ackvitics whick sl
into the valegory vl wececpianle wse

Systen #ig NelWork AcGvites
The following sctivities arc strictiv profdbited, with no cyeoprions:

1 Eroplovees are expecied fo use the standard sobtware provided by LS. or idostdy aprlcanens they
need in the cotrwe o their work 81aiF membersoare sor permitiod (o dowenloscd apnlicstions, demas
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or upgrades without t1e mvolvement of LS. Fanployces wiil use the stardznd el systom
provided by City of Eas{ Lansing for official e-mail communicahons, and shoabd not instell their
owh e-imall systerrs. Additionally, ase of tusosl messaging srograms, such as I0C, AOQL Insmang
Messenger, Microsoft Messenger, ete., is prolebited unloss otherwise approved by management or
the LS. departient.

Any and all infomstion, siatistics, and other faformation syster data inclvding email, internet
tops, computar filex, znd an on are property atthe City of Fagt Lapsing and are cubjact to
moolwnng by bz Cley, [ addftion. employzes Shoukc be mindhd thal there 1 N0 asSBARCE that
-ail fexts and Waclments sent within the scmpany and on the Tnterne: wil ot be sso,
accessed or intersepted by unasthorized partie:.

Victations of the r:ghis of any person or corrpany fratocted by copyright, trade secret, patent or
ol imellectual property, or similar laws or regulations, including, but nct Hmited . the
istallation or distiibution of "pirated"” or ather software prodncts that are acd appropriaiely
iicensed for use by the City of Bast Lansing.

Unauthorized copying of copyrighted nualertad including, but not bmited te, Tigitization and
distribution of pkolographs Fom magazines, baoks or other eopyrighted scuress, copyrizhted
nusic, ol the ipstallation of axy copyrighed scltware for which the City 27 East Lansue of e
end uear does not bave an sctive liconse o shrictly prohibived,

Expurting sofivare, lechmical informmtion, encryption sottware or technolegy, in vialation of
iternational or regional export contrel laws, ix iftegal. The appropriate manigement should be
consalted prior to exporl of amy wnaterial thatis i question.

lntroduction of ralicions programs info the nerwicrk or servey fe.g., virnses, worms, Trojan horses,
c+mail bombs, ete. .

Revealing your ascoun passwerd L others or aflowing use of vorr accourt by others. This
includes family and other heuseliold membes when woik is being done athome.

Using athe City of East Lansing computing assed 10 aclively engage in prosuring or transmitting
mstenial thet i invielstion of soxual harassneent or host:le worlplace laws is e vser's losal
Jarisdicon,

Making frandnlkent ofizes of products, items, »x servives origmating from any the City of Bast
1.an%ing acCounE.

ing sccurity brozches or disroprions of aetwork communication. Secyrty breaches ircluds,
but are not imbed 0, accessing data of whick $1c emplovee 18 not an intendectrecipient - logging
talo a sorver o accoaet fhat the cuiplisyee & rd capeessly avthodzed o acress, unless these duties
are wilhin the scepe of reguiar duties, For pumposes of this sextion, "disrupticn” includes, but is not
Lmiled to, netwotk saiffing, pinged floeds, paccet spoofing, deniz! of servize, and forged rowting
tinrmanion for maicicus purposes.

. For scanning o7 seourity scanning is expressly prohibiled unless pror eyification. (o the

[aformation Syerame departrent is made,

. bxecsting any Dy of npetwork momionng which will imercept data not ieaded for the

employee’s host, vatess this activity is a part ofthe cmployee's normal job/lity.

. Uirowsrventing user authentication or sccurily «f any host, neswotk or accourt.
- Interfering with or denying service to any user elhor thar the omployee's heat (For cxample, donial

of service attack)

. Using any prograstscriptcommand, or eendizg messages of any kind, with tae intent 1o interfore

with, o1 disable, u twer's terminal session, Via any means, locelly or via the

TntemcyIntranet Txirans!,

Providing inforuetion about, or bists of, the Ciey #f Eust Lunsing emplovees © parties sutside the
City of Tust Larsiag.

o Using a contputer asvonnt thet you ure not pudsorieed tu ey, Ubininieg 4 pusiword B ¢ SUBIEHBET

account without theecongent of the aceount evner,

- Knowingly performing an acs which will interfore with the norns! operation 2f computerss,

erminals. peripherals. o networks,

. Raewingly rensiog or insadling onany cornpatss syswan or newwerk, or gideg to another user, a

program Feaded (o damage or to place excessiye load on 4 compwier svEieT: O netwerk.
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CITY OF EAST LANSING

Aftempting to cirounyvent data protection schexes or uncover seeurity looshales,

. Deliberately wasing computing resources,
. Using electroni wail to zarass others,
. Masking the idertity of an accounur or machine

Aftempting to menttor of tamper with another aser’s electronic communications, or reading,
copymyg, changing, or deleting enother user's fles or software without the xplicit agresment of
the owner.

Email and Communicarions Activities

Sending unsolicited smuil messages, includiag the sending of "junk mail’ o1 cther advertising
material to mdividaals who did not spocificaly sequest such matenial femed Tspam)

Any ferm of barassment via email, t2lephone or paging, whether through hirguage, frequency, or
$12€ Of messares,

Vnanthorized wie, or forging, of email header nformation.

Solicitstion of emeail for eny othor email addic:s, othor than that of the posic™'s account, with the
irtent fo hasses oo o colleat roplier,

Creating or forwarding "cham jeters” oy other "psrampl” schemes o any vpe.

Use ol unsolicited smail originating from withrthe City of Fast Eansing’s vetworks of other
InternctTntranct/Extranct service providers on behalf of, of to advertise, ary scrvice hosted by the
Ciry of East Laasing or connected via the City of Hast Lansing's network.
Pusling e sanes 0: sl nor-busiess-reletod messages 0 Targe numbens of Usenel newsgroups
{DewsgToup Sparr).

The City of Fast _arsing emiployses shall hare 5o expectation of privacy it anything they slore,
send of receive o1 he company’s email system The City of East Lansing sy monitor messages
without prior notize. The City of East Lansing s ot obliged to monitor enia ] messages.

1he Uity of Hast Lansine email system shall ¢t (¢ be used for the creatienoF distribution of anv
disruptive or offeadvc mesego, including SFfmive comements nbout rase, zendor, hair oolor,
dimabilities, age e2xual orientation, pornouranty, religious beliefs and practice, political beliefs, or
rativnal origin. Drpiovees wha receive any ervails with this coment froms sry Chty of East
fansing emplovee should repott the matter o icit supervisor mmediatoly,

1.4 Pasgword Sceurity

A

L

L

L

n

Enilial pusswords aze assigned by the LS, deparment and shoald not be giver. 1 other staff or
sersons outside the organization

Friplovess shuotke olange e provided pasywords as soun 25 possible using e insruclions
previded by the LE, ciaff

The Chry of Eas” Lansing reserves she right 1o override anv eraplovee-selecied passwords andior
codes, Periodically, staff may be reyuived to change thein passwords.

Avno lime should a City of East Lensing emgloyee allow & lemporary, conrecior of another
emplovee wse of their login. In the case where anenployer docs provide aacther person aceess to
thesr accoumd, (Bes il be responsible for the actions of the mdividual using heir account.
Passwords shoe e be stored i compnitei cat Hles, on the network, or be displaved opendy st
amy worksiation

Blagging

P

Blogging by emaloyees, whether using the City of East Lansing’s property asd systems or
personal compaicr systoms, is alse subjéct to b erms and restriciions ses forth in this Policy for
aoceprable we of he Uity's information sysioms.

The City of Eest Lunsing’s Conlidemial Informaton policy also applics o bbpging. As sech.
Emplovees are grohibited frows revenling sny Oty of Hast Lensing confidertia! or proprictary




CITY OF EAST LANSING

infermation, trads secrets or amy ather paalenia covored by the City of Fad  ansing's Confidemiat
Information padicy when engaged inbloggivg.

Fmployees shat] nat engage in any blogging t¥at may harm or tamish the itvage, repuration and/or
geodwill of thie Chiy of Bast Lansing andior any of its employess, Employees are also projdbited
from making ary discriminatory, disparaging, defamatory or harmssing comments when blogging
or vtherwise srgaging inany comduct prohibited by the Citv of East Lansiag s Non-
Dheoriminatisn and Anti Harassment poliey.

paployees mdy 150 not alribute personal siakements, opninng or beleds (o the City of Hast
Lanshig when enzaged i blogging. Ifun coploree bs aapreasing his or ber deliels and/or opinions
a blugs, the eoployee may not, expressly o1 implicily, reprasern themselves as an employee ot
representative of the City of Dast Lamsing. anlovees assune any and all ik associated with
bluzging.

Apart Tons felbpwing all laws partaining w tie Bundling and disclosure of copyrighted or axpon
controlled materials, the City of Cast Lansing ™t wademarks, ‘ogos and any other the City of Liast
Larsing intzllectusl property may also not be 182d in connection with any biopeing activity

4.0 Interiet Lsage

1.

This palicy applizs £ all uses of the Internet, ot does not supersede any siaeor federal ews or
company policiss regerding coafideriality, mlonmaton dissamination, or standards of conduct.
The wse of city aciomation systems is for busivess purposes only. Brief and >ceasional persenal
use s pcceptabse a3 long s 1k 18 5ot cxeessive erisappropriace, oceurs durng personal time (funch
or uther fresks’, e does nol essull in experse by the Caly of Fast Lansing,

The Tnvernes is 10 he used o furthet the City of Basr Lansing’s mission, to pravide effective
zeovice ol The beglest gualily (o the city's custormers and staff, and w suppor ether dire job-
reluled purposes.

All policies and procedurss apply to employces condact on the Intermct, cspasially, but not
exchmively. relating o mtellectual property. confidentiahity. ety mtormuat o dissernination,
stamdards of condact, misuse of city resourves, anti-hacasament, and informaion and data seeurity,
Use of City o East Lansiag computer, nctwerk, or Internet resources to aceess, view, transmt,
arckive. or distribive racist, sexist, threstening, or clhervdse obyeciioniable 51 tllegal material is
serietly prehibited. 'Material" is definad as anyvisual, textuat, o aucitory tern, file, page, graphic,
or other entity. Sueh material violwies the civy’s anid-harassment policiey ard is subifeet 10 company
disciplinary action,

Mo employee nine vse the City of Fast Lansing = Internet/Int-anct facilities to doliboralely
TROPgale any vitas, wore, Trojan horse, trap-door progeam code, of other exde or file designed to
disrupf, disabde, Tevaair, o otherwise harm ebher the cilv's networks or svsiatrs or those of any
other individual or smtity.

3.8 ENFORCEMENT

Any emplovee found o Bave violaed this poley and/or stae and federal 1aws may e sahjoct 10
desciplinary action, up o 21d nclodisg tormination ofeayloyment aed possible ciedinl prosescutiong,

£.8 DEFINITINNG

Term Befinition

Blogping Writarg o Dlug, A blog hot fur wellogy is o persenal ontie jourmal G iy
Feapieatty npdated and inteaced far geaeral public consumadon.

Sprim Unnauthorired andfor ussobeied elecironic mass matmps,

Fmait The electrenie ransmission o information hrough 5 mad prvtocol mich as

SMIT ur IMAD. Typical eova clients inchude Eudora and Microsoft Outlook

Forwarded ernail Exail resent from an intermal netserk to an cutside point




Chaun cmail or lettor

Seasitive infonmation

Virus warning,

Unawthorized Disclosurs

Uxcessive Use

Intranet

Extranet

CI1Y O EAST LANSING

Zmatl sent to seccesstve poeple. Typically the hody of 1= onte has disecsion
send ot multiple copies of e note axd promises good wxk or money if the
direerion i followed.

Information is considered sensitive if it can be danaging 0 the City of Fest
Lansing,

Email corteining wamnings goouf vins or maiware, Theovawhelming majority
af'thase amaile tumn out to b 1 hoox and contain begus marmation usualiv
THent only on Inghiening srmiskeading users.

The imentiosal or wninten o] rowealing of restricted iafonnation 0 peuple,
botk loside acd vulside the Cliy of Fast Lamsing who dormothave a need
Inow that information.

Use is defined as "excossiwe' i hdeefores with ponmal job Qumclions,
wspunsiveness, ot e ability w perform daily job activites.

An intranet is a private compuber network that wses Intoaet proiogols and

i comnzctivity to secirely share part of en crganizacion's information or
operations with :ts employvaes. Sometimes the tenm refers iy to the most
visible service, the miernal vebsite,

An extranct i a private netwods that vaes Intemet protosols, notwork
connectivity, and possibly the public klecomnnmization system to securely
share part of an crganizatians information or operations with supplivrs. vendors,
parliers, customers or other sincases.
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Tugharn County Besource Use Palicy

INGHAM COUNTY

Policy Regarding the Use of County Resounrces, Including Information Technology
Resaurces

Approved June 12, 2001
Introduction

This policy sets forth Ingham County's policies with regarc to the use of county resources generally, and information
technology "IT") resources specifically. County resources generally refer to county equipment and supplies (desks,
vehicles, offce supplies, copiers, el¢) provided by the county Lo assist employees in carrying oul heir work, [T
resources refer specifically to items such as personal compuiers, software. the county network, phones, the county
provided Internet connection, the coanty web page and Intraaet; e-mail, electronic voice and video commuication,
faceimile, the Internet and future technologies). The policy addresses, among other things, county access to. review or
disclogura o electronie frles, electionie matl and electronie voiee and viden communications throngh or starec on any
part ol the county's 1T resources. These policies do nol constilule a4 contracl. The Coanly reserves the right Lo change
them at any time.

General Policy

County rasources generally. and I'l ~esources speeifically, may be provided to emplcyees exclusively to assict in the
erhicient and ettective day to day cperations of oftices, derastments and agencies. 1 herr infended 1se inehides the
lacilitation of the employees work; collaboration and exchange of information within and betw cen County
departments, agencies, other empleyees, other branches of government and the public. Their use also includes
providing the public with enhancad access to services and nformation.

County department heads, elected Officials, and the Chief Judge, with technical assistance from the MIS Department :f
necessary, have the capabil.itv o access, review, copy, modi"y and delete any infermarion transmitted or stored in IT
resources, including voice and ¢-mail messages. The appropriate County department head, clected Official, or the
Chiel Tudge reserve the right o acoess, teview, copy, modily or delete all such mlommation [or uny purpose and o
disclosc it te any party if logally u(»m])cllud to do 50, pursuant to the Froedom of Infermation Act, or if the County
otherwise deems it appropriate. Thase voice or other IT resources files containing personal intformation of an employee
as a resu tof an employee's makinz incidental use of the I'T resources system for peisonal purposes, including the
transmission of personal voice and c-mail messages, will be treated no differently than other files, 1.c., the County
depariment deads, clected Officials, and (he Chief Judge reserve the right (o access, review, copy, modily, delele or
disclose tham for any purpose requited by law, or which the County department heads, elected Otticials, and the Chiet’
Judge desm appropriate in its diseterion. Accordingly, empleyees should not use the I'l resources system ¢ send,
receive or store any personal information that they wish to keep private. Lmployvees should treat the Il rezources
cystem like a shared file cyatem -- the filea or meccages ent, recetved or stored anywhere in the reapective qyitems
will be aveilable for review by the ajypropriate County department head, elected OUffizial, or the Chief Judge and, may
be disclosed 0 third parties.

Software developed using county equipment or on County tine is the property of the county. Access to Connty
resources shall be through a passwo-d as made available by lhe Management Information Syslems Departmen: ("MIS

Department”).

Expeclulions ol appropriale use are sel and enloreed by the counly-wide elected
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official, Chict Judge, department hicad, or as sct forth by statute.

I

County rzsources generally. and [T -esources specifically, may be provided to emplceyees exclusively to assist in the
cificicnt and cifoetive day to day cperations of offices. derastments, and agencics. Motwithstanding the forcgeing, the
following nses of countv resources, including IT resources. are strictly prohibited, ard violation of these policies may
result in diseipline, up to and including immediate discharge and, where appropriate, ¢ivil and/or criminal liability.
This list is not intended to be all-inclusive and :ndividuals nay be disciplined, or subject to civil or eriminal Lability
for matters not listed below:

1. Knowmgly or negligently viewing, downloading, or any distribution or solicitation of offensive or harassing
statemen’s, ransmission of defamatory, obscene, offensive or harassing messages ¢r messages that disclosc personal

information without autherization,

2, Knowingly or negligently viewing., downloading, or any distribution or solicitation of incendiary statemen:s which
way meite violenve ur deseribe or prumote the use o weapans or devices assoctaed with terrortst actvide:.

3. Knowmnply or negligently viewing, downloading, or any distribution or solicitation of sexually oriented ressages or
images that are unrelated to the duies being performed.

4. Any use of County-provided resources for illegal purpeses or in support of such aztivities.

5. Any use of county resources for commercial purposes, proeduct advertisement or "Zor-profit" personal activity unless
authorized for this purpose.

6. Any sexually explicit use, whetker vicual or textual that is unrelated to the duties being performed.

7. Any use for religious or politica. lobbying.

1. Duplicating, transmitting or using software which is not in compliance with software licensing agreements and'or
unanthorized 1nse of copyrighted materials nr other person's original writings

2. Security violations including, but not limited vo:

A. Accessing accounts or information within or outsids the County’'s computers and communications
[acilities [or which an employee is not authorized or does not have 4 business nezed;

3. Knowingly or inadvertently spreading computer viruses.

C. Trausmiting corfidenial and/or altomey-clicnl privileged communication and information witheut
proper security and authority.

D. Misuse of another'’s password, negligent or intentional disclosure of the ass gned password or any
atternpt to defeat the passwo-d security.

3. Modifyinz or altering software, arograms or the standardized configuration of the equipment supplied by the County
including software, hardware, and OS system files without prior authorization from ‘he MIS Department.

4, [nstalling, removing, storing, uplcading or downloading seftwars or programs to tie IT system without prior
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approval from the MIS Departmen:. All approved installations must be performed by MIS personnel or at their
direction.

5. Makmg availablc a network scrviee (FIL server, WWW server, cte.) without writicn permission from the MIS
Deparlment.

6. Moving couaty cquipment from 1ts MIS designated locasion to a new location without prior authorization from the
MIS Departmenl.

7. Installing hardware or software without permission of MIS,
A lntenlanally wasting I'l resources by, lor example:
A Plecing a program in an endless loop: or,

B. Disrupting the use or performance of County-autharized TT resourecs or any other computer sysicm or
netwark

C. Distributing "junk mail” such as chain letters, advertisements ar unauthorized solicitations.

9. Making availablc any access to the County's tclccommunications cquipment, comnputers, or asseciatcd media without
written axthorization from the MIS Department.

+ Using the computer system to copy and’or transmit software programs. documents or ather informatinon
protected by copyright law.

Policy Implementation

The Ingham County Board of Commissioners has adopted ke County Resources Policy o govern the use of county
resources, including IT resources, and reserves the right o change any portion of it at any Lime.

There are three groups involved with the implementation of the County Resources Policy: 1) the County-wide elected
officials, Chief Judges, and Department Ileads; 2) the MIS Department; and 3) the Information Systems Advisory
Commirtze.

Lxcept as provided by this policy, the County-wide electec officials, Chief Judges, and Department I1eads are
responsible for determining and enforcing appropriate use of county resources, ineluding I'T resources, by employees
or contractors nnder their sipervision and control. County-wide elected officials, Chief Indges, and Nepartment Heads
may esladlish standards of appropriate use which are more s ringent than defined in his policy.

Where authorization by the MIS Department is required, the MIS Director is responsible for issuing puidelings for
abtaining such authorization. The gridelines may include tae delegation of authorization to others, mncludmg
departmental MIS liaisons or the County-wide clected offisials, Chief Judges, or Desartment Heads.

The Information Systems Advisory Committee ("ISAC") advises and assists the MLS Department in the development
of long term county resource plans, implementation ot system upgrades and new teeanologics, development of
operational procedures attecting nce-e, and the recalntion of contliets mvolving county recources. The INAC 19
responsible for monitoring the overall effectiveness of the County Resources Poliey and for recommending changes to
the policy. The ISAC will also review any propased guidelines implementing the policy which are proposed by the
MIS Director, prior to their issuanece.

Mewbershup om the [ISAC shall be comprised of representaiaves fom the major program areas ol the County: two
representatives from the area of Law and Courts, one from tie Human Services area, one from the Administrative
Services arca, and the Board Cocordinator. Representatives shall be appointed by the Controller in consultation with the
MIS Director.
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Ingham County empleyees, Countr-wide clected official, Judges and Department Heads are encouraged (o use the
ISAC to proactively address 13sucs relating to the enhancerient of technology withm Ingham County goverament,
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ACCEPTABLE USE AND INTERNET SAFETY POLICY

With the spread of 1elecommunications throughout society, including the educational
environmenl, the Jaclkson Public School Distriet Board of Trustees tecognizes thal studenls and
ernployees will shift the way they access and trensmit information, share icdeas, and communicate
with others. As schools and offices arc conncetad to the global commuaity, the usc of new teols
and technologies brings new responsibilitics as well as opportunitics. Network resources are
intended for educationzl purposes and to carry oat the legitimate business of the school district.
The Jackson Public School District Board of Trustees expects all users of the district’s
compuiing and nelwork resources, meluding electronic mail and {elecommunications (ools, o
utilize these resources eppropriately.

It is the policy of the Jeckson Public School District to: (a) prevent user access over its compute:
network to, or transmission of, inappropriate material via Internet, electronic mail, or other formns
of direct electronic communications: (h) prevent unauthorized access and other unlawftul online
aclivity: (¢) prevenl unauthorized online cisclosure, use, or dissemination of personal
identification informatidn of minors; and (d) ccmply with the Children’s Intemet Protection Act
|Fub. L. No. 106-554 and 47 USC 254(h)].

Education. Supervision and Monitoring

It shall be the responsibility of all members of the Jacksom Public Schaol District to educate,
supervise and monitor appropriate usage of the online computer network and access to 1ie
Intermel in accordance with this policy, the Children's Intemet Protection Act, the Neighborhood
Children’s Internet Protection Act, and the Protecting Children in the 217 Cenltury Act.

Procedures [or the disabling or otherwise modily ng any technology proleciion meus ures shall be
the responsibility of the Information Technology Department.

The Instructional Technclogy Department will otovide age-appropriate training for students who
use the Mistrict’s Internet facilities. The training provided will be designed to promote the
District’s commitment "o

a. 'The standards and acccentable use »f Internct services as set forth in the [District’s
Intemet Safety Policy;

b. Student safety with regard to: safety on the Intemet, appropriate behavior while
online, on social networking Websites, and in chat rooms: and cyberbullying
awareness and response.

¢. Compliance with the E-rate requirarents of the Children’s [ntemet Protection Act

(CIPA™.

Following receipt of th's training, the smdent will acknowledge thart he/she received the training,
wuderstood ity and will “ollow the provisions of e District’s acceptable use policies.

Access 1o Inappropriate Malerial

To the extent practical, technology protection measures (or “Internct filters™) shall be used to
block or filter Intemet, or other forms of cleetronic communications. acccss to inappropriate

1



JIAL

mtormation.

Specitfically, as required by the Children’s Internet Protection Act, blocking shall be applied to
visual depictions of materials deemed obscene o- child pornography, or to any material deemed
harmful to minors.

Suhject to staft supervizion, technology protection measures may be disabled for adults or, in the
casa of mmors, mimimized only tor hona fide teiearch or other lawtul purposas.

Secction [: DETINITION S

A. Child Pornography

B.

The term “child pornography™ has the mecaning given such ter in section 2256 of
title 18, Unized Statcs Code.

Harm [ul Lo Minors

The tfarm “harmfil to minors™ 1§ detined by the Communications Act ot 1934 (47
USC Sectipn 254 [h][71). as meaning any picture, image, graphic image file, or othe”
visual depiction that taken as a whaole and with respect to mirars, appeals to a prurient
interest in nudity, sex, or excretior; depicts, describes, or represenls, in a patently
offensive way with respect to what is suitable for minors, an actual or simulated
scxual act o~ sexual contact, actual or simulated normal or perverted sexual acts, or a
lewd exhibition of the genilals; laken as a whole, lacks senous Dilerary, arlistic,
political, or seientific value as to minors.

_ Minor

Ihe term “'m1nor’” means an individua who has not attained thz age of 1 /.

. Obscene

The erm “obscene” has the meaning given such term m oseciion 1460 of title 18,
United States Code.

Sexual Act; Sexual Contact

The terms “Sexual act”™ and “sexual contact”™ have the meanirgs given such terms in
section 2246 ol title 18, United Slales Code.

Directory Information

‘The term “ditectory information” is defined by FERPA, (20 [ISCT § 1232p; 34 C'FR
Part 99), as information contained in an education record of a student that would not
generally be considered harmful or an invasion of privacy it disclosed. It includes, but
is not limited to, the student’s neme, address, telephone istmg, electronic mail
address, photegraph, date and place of birth, major field of study, dates of attendance,
grade level, enrollment status, participation in officially recognized activities and
sports, weigh: and height of members of athletic teams, degrzes, honors and awards
reeeived, and the most recent educat-onal agency or institution attended.

Section 11: Acceptable Use

AL Aceeptable Uses o Network
‘The lackson Pubic School District is previding access to its conputer networks and the
Internet onfy fo1 educational purposes o1 fo carry out the legitimats business of the school
district.
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B. Unacceptable Uses of Network
Among the uses that are considered vnaceeplable and which coxsliute o violation ol this
policy arc. but arc not limited to, the following:

1.

[\J

[3%)

0.

Uses that vielaw the law or encourage others o violate the law

Exuamples irclude: ransmilting olfeasive or harassing messages; ollering for sule o-
use any substance the possession o1 use of which is prohibited by the distriot’s
Student Code of Conduct; viewirg transmitting, or downloading pornographie
materials or materials that encourage others to violate the law: intruding into the
networks or computers of others; and downloading or transmitting confidential, trade
secret information, or copyrighted materials

LIses that caasc harm to others or damage to their property

Examples include: cngaging in defamation (harming anotler’s reputation by lics);
employmg another’s password or some other vser 1dentilier that misleads message
recipients into believing that someone other than you is communicating or otherwise
neing highe arcese to the network or the Internet: nplaading a warm, vimg, or athes
harmful forra of programming or vaadalism; parficipating in hacking activities or any
form of unauthorized access to other computers, networks, o1 information systems
Uses that joopardize the sceurity of nser accoss and of the camputer network or other
nelworks on the Internet.

L:xamples 1nclude: disclosing or shanng your password with others; umpersonating
unother user

Uses that are commercial or political in nature

kxamples irclude: using the networlc for personal financial gam or profit; using the
network to gwe others private mtormatinn ahont yonrelt or others, melnding eredit
card numbeis and social security numbers

Uses that caase harm to the district’s computer, network, or equipment

Examples melude: mstalhng sollw aze programs, mstant messagng programs, allerng
system settmgs. or otherwise recorfiguring computers without approval of the
appropriate Dersonnel

Uses that 13 inconsistent with the purpose of the network and intemet.

Examples melude: nsing internct games, chat rooms, and instant messaging not
gpecitically acsigned by a teacher or administrator; download.ng mueic or video filac
or any other 1les that are not directly related to a school assizament

C. Netiquette

All users must abide by rules of network etiquette, which melude the following:

1.

2

Be polite. Use appropriate lanpnape. No swearing, vilpgaritics. supgestive, obseenc,
helligerent, or threatening language.

Avoid language and uses that may e offensive to other users. Do not use, make,
distribute, nr redistribute jolkes, storiz<, or ather material, which is hased npon sl o=
stereotypes telating to race, gender, ethnicity, nattonalty, religion, or sexual
orientation.

Do not assume that a sender of e-mail is giving his ar her permission for vou to
[orward or radistribute the message to third parties or to give his/her o-mal address (o
third parties

Be considerate when sending attachments with e-mail (where permaitted). Be sure the
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file is not too large to be accommocated by the recipient’s system and is in a format
the recipient can open.

Section III: [nternet Safery

A. General Warning

All users, aad the parenty/guardians of minur waers, arv advizad that aceoss w the
clectromic network may include the otential for wecess o warials inappropriale fo-
school-aged pupils. Every user must take responsibility for his/her use of the
compuler neltwork and internel and stay away [rom these sites. Tl a sludent Ainds thal
o her users ere visiting offensive or harmlul sites, he/she shoald report such use o the
person designated by the school.

. Personal Safety

Be safe. W using the computer network and Internet, co not reveal personal
information such as vour home address or (elephone numbzr. Do not use vour real
last name o1 @ny other information which might allow a person w locale you willout
[irst oblainiag the permission of a supervising teacher. I you arc @ minor, do not
arrange a face-to-face meeting with scmeene you “meet” on the computer network or
Internet without your parent’s perm.ssion. Regardless of your age. you should never
agrec to mect a person you have cnly communicated weth on the Intemet in a
secluded place or in a private selling

. Hacking anc Other Illegal Activitics

[t 12 a violazian of thig policy to nse the district’s computer network or the Internet to
gamn nnanthamzed access fo nther enmpfers or enmpnter syRtems, or fo attempt fo
gain such urauthorized aceess. Any use which violates state or federal law relating to
copyright, t-ade secrets, the distribuion of obscene or pornographic materials, or
which violates any other applicable law or municipal ordinance, is strictly prohibited.

. Conflidentiality of Student Informatior

Personal identifiable information co1cerning minor students may not be disclosed o-
used in any way on the Internet without the permission of a parent or guardian, or for
non-miners, wvithout the person’s consenl. Users should nover give oul privale or
confidential information about themsclves or others on the Internct, particularly eredit
card numbeis and Social Sceurity nuncbers.

‘The schools cr district may authorize the release of directory information, as defined
by FERPA, for internal administrative purposes, approved educational projects,
activities, and publications. As stipulated by FERPA, pareats will be offered the
opportunity te deny publication of dircctory information. Patents also will be given
the opportuaily o deny publicativn of non-dircctory nlomation such us student
work.

Active Restriction Measures

The JTackson Public School District will utilize filtering software or other technologiss
to attempt to prevent students from accessing visual depictions that are (1) obscene,
(2) child pomography, or (3) harmful ‘0 minors.
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The district will also monitor the online activities of students, through direct
obscrvation and/or technological means, 1o ensure that students are not acecssing such
depictions ¢r any other material thet 1s inapproprale for minors, Internet access
without filters will be offered to employees at specific locations, €.g., Teache:
Resource Center, for purposes of bona fide research or other sducational projects.

Section IV: E-Mail

All network users assizned an e-mail account signify by their acceptance of the account thei-
willingness to adhers to this policy regarding acceptable use. Faiure to adhere to these
guidelines may result in the loss of the electrenic mail account and access to the Internet and
may lead to further disciplinary action up to and meluding termmation. Furthermore, any activity
that may he in violation of local, state, or federal laws will be repotted o the appropriate |aw
enforcement agency.

Section V: Privacy

Network and Internct access is provided as a tool for cducation. The Jackson Public School
District reserves the right to monitor. inspect, copy, review, and store at any time and without
prior nofice, any and all usage of lthe computer network and Intermnet aceess and any and all
mformation transmittad or received m connection with such usage. All such information files
shall be and reman the preperty ol the district, and no user shull have any expeclation ol privacy
regarding such matorinls.

Section VI: Failure to Follow Policy

The use of the computsr network and Internet is a privilege, not a right, and mappropriate use
will result in a loss or restriction of network privileges. disciplinary action, and/or referral to
legal authorities. The network administrators will close an account when necessary. An
administrator or faculty member may request the network administrator to deny, revoke. o-
suspend specific user access and/or user accoun:s,

Section VII: Warranties/Indemnification

The Jackson Public Schocl District’s website cr individual Jackson Pub’ic Schools’ sites might
link, or connect, to another site that might link te a site that contains obj2etionable material that
the school district does not embrace or promcte. While the district will attempt to prevent
conneclions that are objectionable, (he links are not under the district’s control. Therelore, the
disrict will not be responsible for the contents ol a linked site. The links are provided only as a
canvenience and the district does not endorse ot imply endorsement of the linked site.

‘The Jackson Public Schocl District makes no warranties of anv kKind, ¢ither express or implied,
in connection with its provision of access to and use of its computer nerworks and the Internet
provided under this po’icy. It shall not be responsible for any claims, Josses, damages, or costs
(including attorney’s fees) of any kind sufferec, directly or indirectly, by any user or his or he-
parent(s) or guardian(s) arising out of the use:’s use of its computer nstworks or the Internet
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under this policy. By signing the Jackson Public School District’s Accedtable Use and Internet
Satety Contract, a user 1; taking full responsibility for his or her use, and the user who is 18 o-
older or, in the case of @ nser vnder 18, the parent(s) or guardian(s), arc agreeing 0 indemnifv
and hold the school, the Jackson Public School District, and all ot the administrators, tcachcrs,
and staff harmless from any and all loss, cos's, claims, or damages resulling from the uset’s
access to its computer network and the Internet, ineluding, but not limitec to, any fees or charges
meurred through purchases ot goods or services by the ucer. The user o1, it the user «¢ a minor,
the user’s parent(s) or puardian(s) agree to cooperate with the district in the event of the distriet’s
mitiating an investigation of a user’s use of his'her access to its computer network and the
Internet, whether that Jackson Public Schools” nctwork access is on a district computer or on
another computer outside the district’s network.

The superintendent or the superintendent’s designee has the authority to amend or revise the
Acceptable Usc and Irtemet Safety Contract as deemed ncecssary ard appropriate consistent
with this peliey.

SOURCE: Jackson Public School District, Jackson, Mississippi
LEGAL REF : Children’s [nternet Protection Act; Public Law 106-334; Fanuly Educatioral Rights and
Privacy Act (20 1ISC §1272g)
DATE: Taly 17, 2000
AVIENDED:  August 19, 2002
June 26, 2012
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ACCEPTAELE USE AND INTERNET SAFETY CONTRACT

User Name, Date
School/Location Crace
Haome Address Home Phone

| certify that | have read te district’s Acceptable Use and Internet Safety Pclicy. | understand and agree
to follow all of the terms and conditions of the policy | understand any viclation of the district policy will
result in the temporary or permanent loss of network and/or Internet access ard'or my user account; may
result in other disciplinary action; and may constitu:e a criminal cffense. | agrez to report any misuse of
the Internet resources to the appropriate network administrator. In consideration for the privilege of using
the district’s computers, retvrork, and Irtemet accees | hereby rekease and kole harmleas tre district and
its employees, from any end all claims and damages of any naturs arising frorm my use, or inability to use,
the district's computers, network, or Intemet access.

User Signature

Parznt or Guardian Agrzement
(Fur sludenls under aye 18)

As the parent or legal guardian of the above student, | have read, understand, znd agree that my child ar
ward shall comply with the terms of the Jackson 2ublic School District’s Accaptable Use and Internet
Safety Policy for the stucent's access lo the Jacksor Public School District's computer network and the
Iniernet. | understand that access is being provdad to the student for educational purposes only.
Although the district will Ltiize filtering software or cther technologies to preven students from accessing
uracceptakle content through the network or Internet, | understand that it is impossible for the school to
rastrint access to all offensive and eontroversizl materials and understard my child's or ward’s
rasponeibility for ahiding av the paliey. | am, therefara, cigning this eantract and agrea ta indemnify and
hald harmless the school tha Jackson Public School Listrict, the administratos, and teachers against all
claims, damages, losses, and cosls, of whatever kird that may result from my child's or ward's use of his
or her access to such networks or his or her viclation of the district’s policy.

| hereby give permission for my child or ward to use the approved account to access the computer
network and the Internet.

Parznt/Guardian Name Date

Address I leme Chane

Parznt or Guardian Signature




1460.00 Acceptable Use of State of Michigan Department of Technology, Wanagement and Budget

SUBJECT:

APPLICATION:

PURPOSE:

CONTACT AGENCY:

TELEPHONE:

FAX:

SUMMARY:

AFPLICABLE FORMS:

POLICY:

PROCEDURES:

Resources
Issue Date: December 22, 2003

Acreptable Use of State of Vichigan Department of “echnology, Managemant
and Budget Resources

All executive branch agency somputer end-users; inclucing employees, intems,
vandors, contractors, and volunteers. State hosted appication specifiz end-user-
agz=nts at county and local units of government. Systerm and network
administrators. Lead-workers, supervisors, administratcrs, and managers at all
levels. DTMB Office of Enterorise Security (OES). All computing equipment,
cevices, systems, servers, ard data natworks.

To identify acceptable use of State of Michigan information technology
rzsources, to provide awarenzss of expected end-user behavior, and to
sa'‘eguard IT dafa resauces

Diepartment of Technology, Management and Budget DTMEB)
Ofice of Strategic Policy.

517/373-7326
517/335-2355

This policy identifies acceptable use of State of Mich gaa Technology,
Nanagement ard Budget Resources, provides awareness of expected end-user
kenavier, and ic also intendad to eafogusrd IT data rescuress. This poliey
requires that endrusers maniain respect 1or the privacy of protecied ¢ zen and
employee information atall times. A coogerative effer: from every employee is
nezessary to prevent misuse, eliminate the risk of liadlity to the State, and
promote the efficient utilization of I'T reso.rces and irformation technology
PVICeS

None.

A pnmary miss on of the Department of Technology, Management and Budget
(2TIAB) Is 1o provide and suEpnit end-user computing davices. systems.
epolications, and network comnunications resources. These resources are faor
the official use by executive kranch emplayees to meet -ha daily operational and
kusiness requirements of departments, agencies, and the various boards and
commissions of the State of Michigan. Irformation techhology resoudrces
crovided fo emgloyees are “or the purpose of delivering public services to the
State’s diverse groups of tLs:aomers In a more efficient manner. Employees
should have no expectations of personal privacy proteztion when using State
owned IT resources.

Acecaptabla ugac 11T racources ineluda:

A. Uses authorzed by agency business units, with the exception of items listed in this

policy.

B. Persunal use by empluyees lor inleiazlion wilth hurman resouce Lme accounling,
compensation, and employee bengfits and health administraticn programs managed by
oradminisiered for the State of Michigan.
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F.

Access to hformation and transactiors made avzilable on the 2-Michigan partals.

Use of applications or access to information provided for gensral audience use on
enterprise or agency intranet hosts.

Access to Internet hosted on-line re‘erence and information sou-ces such as phone
directories | on line dictionaries, or mapping and weather services if such use adds value
to the business unit, increases emp oyee efficiency, or legally avods costs that would
otherwise be incurred hy the Siate of Michigan for such referenced services

Statutory and regulatory activities.

Unacceptable uses of IT resources include (butare not limited ta):

A

Any use of computer equioment that vielates State or U.S. law and regulations are clear
vialationg cf acceptable use. The depayment, delivery, and use o7 technologdy resources
within State of Michigan executive kranch agencizs is governed by statute and published
procedures such as those contained in the DTMEB administrative guide or within specific
department and work group policies. Computer end-users and teir direct supervisors
must be aware of and te accountakle for the elements of these aws, regulations,
policieg, ard procedures as they affaet daily work and recponcikilitios related to the uce
OrIT rescurces utllized within thelr line or business work group.

Creating o1 forwarding of chain mail regardless of content, scurces, or destinations.
Posting ag=ncy information to externzl newsgroups, bulletin boerds or other public
forums wthaout authority

Using equiament for personal profit, political fundraising, gamkling activity. non-business
1elaled inskanl messaging or chal rco ndiscussions, and dowrlcading display of
offensive material.

Any use that violates public safety ar zompromises the privacy cf legally protected
resident or citizen information.

Hacking svs'ems and databases oracting to disrupt systems crcause unnecessary
network congestion or aoplication dzlays.

Use of ary ramote cantrol software on any internal or external hast personal eomputers
or systems not specifically set up by DTMB staff using methods authorized by standard
orpolicy.

All employees or zomputer end users shall be made aware of this policy and educated about its
cortent and the impact of violat ons of acceptable use criteria.

A, Awareness and education:

(1) Each exacutive brarch end user i requirad to acknowledge this policy.

(2) Log I screenreminders (apperdx 1) are reguired ror peri>dically reminding
employees of this and similar policies direclly affecting end-users. These reminders
will b2 presented on screen pricr to or during the logging in routine.

(3) IT trairing sponscred by the Stete of Michigan may include a segment on this policy
and good cyber-citizenship

(4) Applizaton specific security rules and procedures mandatec by State of Michigan
and fzderal regulations must also be rigorously adhered to in order to safeguard
legally protected data resources from compromise and should be a part of agency
spansorad privacy and security awareness efforts.

(5) Everv user should perform due-dligence maasures 1o conirioute to a professional
safe, pleasant, and non-offensive IT user envircnment. Renrember: e-mail is subject
to the Freedom of Irformation Ac: (FOIA). E-mail and other nformation may still
remain on your PC after deletion.

(6) Violation of this pol ¢y may resuit in agency-administered discipline up to zn including
dischage. Crimingl vr civil aclior may be inilialed in appropriale inslances.
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B Inadverten: and Emonecus use — Enc-users inadvertently directec to a web site that
violates laws, regulations, or polices may claim erronecus use. Mistakes occur when
using IT resources without any empoyee intent to viclate polcy. A claim of this type is
only substantiated by connection times measured in seconds, rether than minutes when
found in network, system, or applicztinn lng audits done to verify or detect abuse. Report
to supenvisors or managers when un-ntentional misuse occurs. Self-reporting is
encouraged and may be done withalr consequence

DEFINITIONS:
Agency - means executive branch entities irc uding agency, department board, or commission.
AlOQ - Agency Irfermation Officer
Business Units - Supervised areas of related work responsibility as explicitly definec and
delegated to them by executive branch agency directors, boards, or cormmissions of the State of
Michigan.
Chaln Mall - unacthcrized non-government or NON-business related e-mgll o large groups, the
S0M address book, or to unspecific destination addresses that sugge st that the receiver should
further disseminale the message.

DTMB - Departmznt of Technology, Management & Budget

Due Diligence - activities that ensure the protection mechanisms are cortinually maintained,
operational and apolicable to state and federal laws.

Emplovees or comouter end-uUsers - includes the broad range of persons wha are supplied witn
any IT reacurces o- application access by DTVID te accompliah State work and include all
executive branch agency emplovees: includng interns, vendors, contractors, volunteers, and
agents at county and local units of government who are given passwoid access to specific State
of Michigan hosted gpplications.

Hacking - Gaining ortrying to gain unauthorz2d access to systems and Jdatabases either internal
or external to the State of Michican computer systems or networks for the purpose of viewing,
stealing, or corrupting data.

IT systems or resources - Data networks (over any media type), computzr devices including:
sorvers, hoste, lastope, decktope, handheld. crtablet pe; communicatior deviees: phone, web

phones, 0l pagers, dnd sollware applicalions daccessed wilh any inlerfdoe device

Mass Mail - authcrized State of Michigan business related e-mail to large groups or the whole
SOM address book sponsored or originated within an agency business unit.

OHR - Agency Offize of Human Resources
QES - DTMB Office of Enterprise Security

QUs (operations Inls) - describe any emplcyze groups of DTMB funzicns supporting specific
agcncics andfor agplications.

SOM - State of Michigan
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RESPONSIBILITIES:

A Employee and-users — must read this document, understand the expectations and take
personal responsibility for adhering to the provisions of this policy. Each end-user will be
required to acknowledge receipt of this pclicy and anv agency spatific addendums. All
categories of erployees must realize thal misuse or abuse of IT resources may lead fo
department or agency investigation and iritiation of legal or disciplinary actions. Be aware
Lhal compule s gssigned W vuu mady diso be removed o your office diea o1 dnalysis.

B. Agents, contraststaff, vendors, and volunteers — are required to adrere to this pol ey,
acknowledge an awareness of this policy, however realizing the censeqguences of willful
violation will be appropriate to their status.

C. Supervisors, Tanagers, or directors - make upthe first line of accountability for steff
compliance witn this policy and shall recure that all staff under their management read, and
acknowledge the acceptabls use agreement, and abice by the provisions of this policy.

D Agency OHR - shall suppor supervisors and managers as needed nthe awareness and
disciplinary enforcement of this policy.

E DTMB staffand OUs— shall report suspected violations ta OES whan found in the normal
course of aystem support activity and azast OCS with audits and en‘orecement actions when
requastedtns do so.

F. Office of Enterprise Security (OES) - srall receive and document reports of suspected abuse
from any scu-ce and act as necessary cn each reporls.

G. OES shall plen end supervise periodic system and network audits 1o detect potential abuse
and shall use these audits to identify and nvestigate non-complignce with the provisions of
this policy. Reoort incidents of abuse to egency DTMB AlQ, agenc¢y OHR liaison, and
agency interma auditor, and where abuse may involve criminal actviy to appropriate State of
Michigan or cther law enforcement officias.  Assist in the collection and preservation of
digital forensic evidence when requested by law enforcement officials.

H. Agency Busiress Linits - shall ansure thail all aspects of the IT Aceaptabla Lisa paliey and
slenddids @ e surmmnuniceled Lo stafl wiltin tieir divisivns and wurk gioups.

I Contracts Management and Purchasing Division — Holds the responsibility to
communizate acceptable use policy to vendors and contract sta’f that will be using IT
resources, emphasizing the need for 2nsuring compliance with tis policy. Furchasing
process shal include contract language requiring vendors' staff .o follow acceptable use
policies, ard require tha: all vendar staff acknowledge the acceptzble use agreement.

EFFECT:

The palicy described in this secton sets a mirimum level of conformance that will be

imple mented acress the Btate of Mishigen enierprise. Agency worls rulss should suppert this
policy diraction anc provide departmental guidance on how violations wil be handled. Work i es
or palicies that ar= consistent need not be reissued. State Departments desiring to implement
more restrictive policies regarding informaticn technology resources may do so by coordinating
with OES prior fo implementaticn.
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Appendix 1

Sample Screen Acceptable Use Agreement login acknowledgement in Window or Banner:

Ihave read and am fully aware of the
STATE OF MICHICAN

Department of Technology, Manigement and Budget Resources
Acceptablz Use Policy
# 1460.00
| understand that | am expected to
act in accordance with this policy
when using State of Michigan computing equipment and applications
atall times.
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MICHIGAN MUNICIPAL LEAGUE

COMPUER, E-MAIL, INTERNET POLICIES

General Computer Policies

L.

Cnly those persons currently employed (or given special permission) are
permitted to use any computer resources owned, rented or leased by the

League.

Use of the Michigan Vunicipal League's computer resources or Internet
connections for gambling, obtaining or distributing pornographic materials,
and all other illegal activity is strictly forbidden. The League actively monitors
incoming and oufgoing Internet traffic for this type of usage.

Only Infocrmation Sysiems personnel or agents contracted by them may install
software or hardware on any League computer system. Information Systems
persunnel may, al theil discielivr, aulhviize slafl W perform spedific sullwaie
or hardware installations. All other software or hardware installations are

sfrictly prohibited.

Unless departmental arrangements have been made, always cbtain
permission from a co-worker before using his/her P.C. Please b=
cohsideratz. If you must use someone elsz’s PC, do not change their colors
or rearrange the scraen icons.

Do not log in to your colleague’s computer account. However, staff may
authorize other staff mambers to use their fles and/or directories in
cooperative projects.

Where copyright laws apply, the League forbids unlawful copying of any
scfiware or manuals.

Internet Use

Access to the Internel is primarily for the exchange of information and
research consistent with the vision, mission goals and activities of the
League.

Access to the Internel is pravided both as a business tool for and a benefit to
erployaes

Employees are expected ta use the Internei solely for job-related research
ard League business communications during work hours.



4 Employees may use tha Internet on-site for personal research ard
communications outside of work hours, provided these activities do not
rasult in additional expenses for the League and do not interfere with League
business. Employees shall not use the Intemnet for private or commercial
kusiness use.

5. Employees shall not Lse the Internet for inappropriate or unlawfu purposes,
including but not limited to, placing unauthorized information, computer
viruses or harmful programs on or through the computer system in either
public or private files or messages, using ckecene or otherwise inappropriate
language in communications and obtaining, viewing or download ng
information that is unlawful, obscene, indecent, vulgar, pornographic or
otherwise objectionabe.

6. Internet access recorcs and records of downloaded files are not private and
may be occasionally monitored as the Executive Director deems necessary.

7. Division Managers shall be responsible to ensure proper emplovec use of the
Internet.

8. Inappropriate or unlawful use of the Internet may result in the loss of access
far the user and, depending on the seriousness of the infraction, can result in
disciplinary action as deemed appropriate.

E-mail Use

1. The above rules for the Internet also apply te the use of electronic mail
orovided to League employees. Electronic mail may constitute a public
record under certain crcumstances and may be accessible or oktainable by
Individuals, agencies enc others outside the League and subjec: to state
archivist rules for retenfion/destruction.

2. Al E-mall originating from or received by League comouter systems is
—eague property, and iz not conaidered private information.

3. Zlectronic meil may be monitored by your superviser and/or the Executive
Director as they deem necessary.




LANSING CITY COUNCIL
PROCEDURES MANUAL

AUTHORITY

The Legislative power of the City is vested in the City Council. The City Council shall have the powers and
dut es provided by law or th2 Charter. The Council does not have the power to direct orders to any city
employee or officer except to its own staff.

REGULAR MEETINGS

The City Council shall meat weekly at least 50 times™ a year at such times and places as shall be stated in
Council rules.

SPECIAL MEETINGS

Special meetings of the Council shall be held at the call of the Clerk upon written request of the Mayor
or eny two members of the Council. At least 18 hours before the meeting, the Clerk shall give public

not ce and shall cause each Councilmember to be served personally with a notice of the meeting or snall
cause the notice to be left at the usual place of residence of the Councilmenber. No business shall be
transacted at any special meeting of the council excedt that stated in the notice of the meeting.

AGENDA ITEMS

All agenda items must be filed with the City Clerk by 4:00 p.m. at least two business days before a
regularly scheduled meeting. Items designated for Action, such as resolutions and ordinances, can only
be placed on the agenda by a Councilmember or by a Council Committee.

QUORUM

Five members of the Council shall be a quorum for the transaction of business at all of its meetings. In
the absence of a quorum, any number less than a quorum may recess any meeting or hearing to a later
data.

COMPELLING ATTENDANCE

The majority of Councilmembers present at a duly called meeting may issue a directive for the Police
Department to compel attencance of those absent.

AGENDA

**These items are out of date.



The Clerk shall prepare agendas tor City Council meatings shall be submitted to the City Council on the
Fricay preceding the Council meeting. All items which the Mayor or the Council desire to have on a
Council agenda must be received by the Clerk no later than 4:00 p.m. the Thursday, the day prior to the
timz the agenda is transmitted to the City Council.

Late items submitted for Council consideration shall be added to the agenca only on an affirmative vote
of six members of the Council present at the meeting.

PRLSIDING OITICER

The President of Council shall preside aver all sessions of Council or in his ar her absence e, the Vice
Presidant shall preside. If both the President and Vice President are absent, then the most recent past
President shall preside as Acting President.

PUBLIC CONDUCT IN MEETINGS

The Lansing City Councilmembers have established a policy that when an incividual addrasses it, the
individual must refrain from making personally derogatory comments about Councilemmbers, Mayor
Hol istar*, and other individuals. Such inappropriate comments violate the Coucnil's Cod= of Conduct for
those who attend any of our meetings. The individual will be warned by a letter from the President o~
the Council. If the individual makes any further personally derogatory comments at any future Council
meeting, the individual will be promptly excluding f-om the meeting and will zlso be barred from making
any public comment at any of our meetings for ninety (90) days.

DISORDERLY CONDUCT AT MEETINGS

Disorderly conduct at Council Meetings will not be tolerated. To enforce the prompt exclusion from te
meeting, the Police Department will pravide an officer at each regular meeting of the Council.

EXECUTIVE SESSIONS

The Michigan Open Meetings Act permits the Countil to go into “Closed” Executive Sessions to discusgs
only pending lawsuits, settlements, Union Contracts, and Personnel Matters with its Atterney. No formal
action can be taken by the Council during these sessions. A minimum of six Councilmembers have to
vote in favor to go into Executive Session. At that point the Council staff escorts all non-Council steff and
inappropriate members of the Administration out of and away from the Council’s Meeting area. Minutes
of these sessions are not subject to the Freedom of Information Act.

PUBLIC ACCESS TO COUNCIL RECORDS

The Michigan Freedom of Information Act (FOIA) allows the public the right zc access all meeting
records, carrespondence, etz. The materials generated for Council Meetings are avzailable for review
through the City Clerk. The City Attorney reviews formal requests for information. The Council has
tradizionally provided copies of materials upon verkal or written requests.

**These items are out of date.



VOTING

Councilmembers will be called in alphabetical order to approve ordinances and whenever other items
are requested by a Councilnmember during the Courcil meetings.

CoLncilmembers cannot “pass” ta let others vote first. Budget transfers and adding late items to the
agenda require six votes.

ORDINANCES AND RESOLUT ON

Council will enact ordinances as requirec by law or specific provisions within the Lansing City Charzer
The Council shall also be required to adopt ordinances to repeal or modify 2xisting ordinances, provide
for a penalty or establish a rule or regulation to impose penalty provisions, provide for the levying and
collacting rents and tolls.

SEATING ARRANGEMENTS

Traditionally, the seating arrangements call for Ward Councilmembers to be on one side of the dais
together and the At-Large Councilmembers on the other side.

AUTHORIZED EXPENDITURES

The following information provides guidelines and some specific guidelines that apply to the
expenditure of City funds, including community promotions accounts. By law, primarily the Michigan
State Constitution and the Home Rule City Act, experditure of City funds must be for a public purpose.

Authorized Expenditures

1. Contracts with public or private, profit or nonprofit orgznizations for a specific public purpose or
benefit that the City can legally perform.

2. Meals and refreshmants for authorized seminars having 2 public educational nature for officials
and employees, registration and other costs associated with attending a conference or
educational seminar. These expenses are subject to the City’s Travel Expense Palicy.

3. Membership dues to governmental and prcfessional associations and similar organizations that
advise, inform, and educate officials and employees.

4. Meals, refreshments, and other necessary expenditures during and for business meetings. The
business purpose of the meeting and the pecple in attendance must be documented.

5. All expenditures MUST be documented with nvoices, receipts, registration forms, or other
similar documents that specifically support the expenditure.

Unautnorized Expenditures

1. Donations to churches, veterans, seniors, non-profit and community organizations such as Big
Brothers-Big Sisters, Girl Scouts, Boy Scouts, etc.

**These items are out of date.



a. Ityou or sta-t are attending a community event ag representatives of the City, then the
cost of atterdance (excluding politiczl fund raising functions rzlated to candidates or
ballot issues) is considered to be for a public purpose.

b. You may “contribute,” either individually or collectively, funds to an agency or group if
the City con-racts with the groups to provide a specific service or program that the City
could otherwise legally provide itself Contract forms are available form Council staff,
City Attorney or Controller.

2. Office refreshments other than coffee and bottled water. However, “efreshments may be
provided for business meetings, such as committee meetings, or for individual businass
meetings that have a public purpose.

Presents to City officials and employces other than for employee/resiree recognition events.
Flowers or other gifts to the sick or on behalf of the departed.

Alcoholic beverages and tobacco products

Expenditures related to social events such zs office parties other than

m ! s w

employee/voluntear/community group recognition events.
TRAVEL AND BUSINESS EXPENSES

1. Mileage Reimburserent: 56.5 cents per mile for personal vehicles. I a City vehicle is available
and an employee chooses to drive his or her own vehicle, then the reimbursement rate is
limited to the City cost of .19 cents per mile.

2. Mcals: The following rates include amounts spent for food, beverages (cxcluding alcohol), taxcs
and relzted tips. Tips are limited to 15 percent.

a.  Maximum Daily, $69 with receipts, 546 without receipts. For each day you must chocse
either the “with receipts” option or the “without receipts” option. You cannot mix th2
options in tke same day.

b. For travel periods less than 24 hours, individual meal expenses are limited to the

following:
With Receipts Without Receipts
Breakfast $12.00 $8.00
Lunch 18.00 12.00
Dinner 39.00 26.00

3. Travel: The actual cost of travel is an allowable expense. Travel by air is limited to the coach fare
rate and the standard fee for 1 bag/suitcase, as set forth by the airline. If an employee chcoses
to drive a personal vehicle, the reimbursement cannot exceed the coach fare rate.

4. Lodging: Actual cost of room, limited to medium range available.

5. Special Events: Actual cost of meal ticket replaces normal meal rates

**These items are out of date.



Limit: $1,500 per employee per trip which ray be waived only upon written authorization from

the Council Presidert.

Expense Advances: Expense reports must be filed with the Finance Cepartment within ten
husiness days of the councilmember’s/emplcyees return.

CITY COUNCIL BUDGET PREFARATION

5.
€.

The City Council bucget is proposed to the Personnel Committee by the Office Manager after
reviewing the current expenditures.
After review by the Personnel Committee, tha proposec City Counci' budget is farwarded to the
Ways and Means Committee.
The City Council bucget is approved by the Ways and Means Committee and then presented to
the Mayor.
The City Council bucget will include the following line items:
a. Salaries and longevity
b.  Community promotion
¢. Councilmerrber expense accounts
d. Operating supplies and expenses w Il be allocated into the following areas for the
Council's internal review:
i. Office supplies
ii. Computer expenscs
iii. Food
iv. Printing
v. Service Agreements
vi. Miscellaneous
Education and Train ng
Equipment

CITY COUNCIL BUDGET REVIZW AND MANAGEMENT

1.

Monthly financial reports from the Finance Department will be received by the 15" day of the
following month and reviewed by the office manager, president, and vice president.

The Personnel Committee will receive a monthly update on the Council Budget

The Vice President will give a Council Budget update to the Commiztee of the Whole on a
quarterly basis.

EXPENDITURE PROCEDURES FOR COUNCIL BUDGET

1.

All expenditures uncer $100 to be reviewed by the office manager (or legislative assistantin
absence of the office manager). Exception. fthe purchase is on a “blanket” purchase order, any
staff member can purchase but the invoice must be sigred by the office manager.

Expenditures between $100-5500 must be approved by the President or the Vice President.
Unanticipated and unbudgeted expenditures over 5500 must be apgroved by the full Council.

**These items are out of date.



COUNCILMEMBER ACCOUNTS

1. Councilmembers are responsible for following the established legal guidelines for expense
accounts which include allowable expenditures, requirement of receipts, etc. listed above under
“Authorized Expendtures” for the expenditures involving the $2,250* allocated for Ward
Councilmembers and 51,750* allocated for At-Large Councilmembers.

2. Each Councilmember will receive a monthly report on the previous month’s expenditures from
the account with the amount and the payee of each expenditure.

COMMUNITY USE AND PROMOTION ACCOUNTS

To help neighborhood orgarizations and other non-profit organizations whose primary purpose is to
imgrove Lansing or serve Lansing residents, the Council has established two accounts to help underwrite
the cost for meetings, events and other activities involving City owned property.

The Community Usc  LEPFA Account is used to underwrite up to 50% of the cost to rent the Lansing
Center, Oldsmooile Park, and the City Market. The funds are not to be used to pay for food or other
expenses.

The Community Promotion = Parks Account is used to underwrite the cost of renting the City’s parks,
community centers, and showmobile as well as events that promote the city, i.e. Car/Capitol
Celebrations, or provide youth education/recreation opportunities.

To access these accounts, the organizations must sukmit applications to eh Councll for approval. The
General Services Committee will review the application and any additional information that may be
regJested to help the Committee complete a cost/benefit analysis of the event.

ACCEPTANCE OF GRANTS

Any grant fund shall be subject to the same budgetary policies raquired of other City expenditures as
regJired in Sections 7-101 through 7-110 of the City Charter. Applications for grants requiring the
addition ot City statt, or a City match ot $10,000 or more, or exczeding $100.000, or exceeding one year
in length shall require a financial impact analysis and approval first by the Ways and Means Committee
and then by the City Council. Any grant-funded position shall terminate upon the expiration or
elimination of the grant funding. No grant, which is subject to these provisions, shall be sccepted
without the approval of City Council.

[DUCATION AND TRAINING

The City of Lansing is a member of the Michigan Municipal League. The League sponsors two statewide
canferences, an Elected Official Academy and over 180 training programs provide up-to-date
infcrmation on major issues and concerns relating to local government.

CODE OF ETHICS

**These items are out of date.



Be dedicated to the concepts ot ettective and democratic local government by responsible elected
officials and believe that professional general management is essential to the achievement of this
ohjective,

Affirm the dignity and worth of the services renderec by government and maintain a constructive,
creative, and practical attitude toward local government affairs and a deep sense of social responsibi ity
as ¢ trusted puklic servant.

Be dedicated to the highest ideals of honor and integrity in all public and personal relaticnships in order
tha: the member may merit the respect and confiderce of the elected officials, of other officials and
employees, and of the public.

Recognize that the chief function of local government at all times is to serve the best interests of all the
pecple.

Recognize that the clected representatives of the people arc entitled to the credit for the cstablishment
of local government policies; responsibility for policy execution rests with th2 members.

Refrain from all political activities which undermine public confidence.

Ma<e it a duty continually tc improve the member’s orofessional ability and to develop the competence
of associates in the use of management techniques.

Keep the community informad on lacal government affairs; encourage communication between the
citizens and all local government officers; emphasize friendly and courteous service to the public; and
see< to improve the quality and image of public service.

Resist any encroachment on professional responsibilities, believing the member should be free to carry
out official policies without interference, and handle each problem without discrimination on the basis
of grinciple and justice.

Harndle all matters of persannel on the basic of mer t so that fairness and imoartiality govern a
member’s decisions pertaining to appointments, pay adjustments, promotions, and discipline.

Seek no favor; believe that personal aggrandizemert or profit secured by confidential information or by
misuse of public time is dishonest.

LETTERS, APPOINTMENTS, SUPPLIES

The Council employs staff 1o help them write letters, articles, and speeches; schedule appointments;
answer constituent complaints; and make appointments. The staff can also order appropriate supplies.

SPECIAL CEREMONIES AND TRIBUTES

The Council regularly devotes a portion of its regular meeting to honor individuals, organization and
events. Staff will prepare an appropriate resolution or tribute, printed on pa-chment and enclosed ina
nice folder.

**These items are out of date.



City of Lansing

Computer, Phone and Technology Usage Policy

l.  INTRODUCTION

The City of Lansing maintains its computer system and network for official purposes only. This
computer hardware, software and data protection policy reflects the position of the City of Lan-
sing regarding the use of hardware, software and data in all city offices and departments.

Scope

This policy applies to officers,(OFFICERS INCLUDE, BUT ARE NOT LIMITED TO, ELECTED OFFICIALS
OF THE CITY, THE MZMBERS OF BOARDS AND COMMISSIONS, AND THEIR EXECUTIVE STAFF,
AND ALL HEADS OF DEPARTMENTS AND DIVISIONS)', and employees working for the City of
Lansing on a permanent or temporary basis. 't refers to all information resources owned or un-
der control of the City, whether individually controlled or shared. Information resources include
any information in electronic or audio-visual format, or any hardware or software that makes
possible the storage and use of information. Included in this definition are electronic mail, local
databases, externally-accessed databases, all city controlled web sites, CD-ROM, digitized video
and photographs and all other digitized information.

Il. DATA PROTECTION POLICY STATEMENT

The City of Lansing depends heavily on computer use and information to conduct its business. It
is cssential that this information be accurate and protected from unauthorized destruction,
modification, or disclosure.

When using City computers, employees and officers must adhere to the same code of ethics and
personnel policies that govern all other aspeacts of City government. Any actions performed or

* Officers include, but are not limited to, elected officials of the City, the members of boards and commissions and
their 2xecutive staffs, and all heads of departments and divisions.



initiated through the City computer system must be done with integrity, honesty, and comgli-
ance with the City’s rule of conduct.

The following rules for computer and data use are intended to supplement existing personnel
policies by clarifying the expected conduct on employees when working with computers and
computer data. If you have & question concarning any computer policy or its applications, con-
sult your department head.

ANY AND ALL INFORMATION, STATISTICS, AND OTHER INFORMATION SYSTEM DATA INCLUDING
EMAIL, INTERNET LOGS, TEXTS, COMPUTER FILES, AND SO ON ARE PROPERTY OF THE CITY OF
LANSING AND ARE SUBJECT TO MONITORING BY THE CITY.

VIOLATIONS OF THE RIGHTS OF ANY PERSON OR COMPANY PROTECTED BY COPYRIGHT, TRADE

SECRET, PATENT OR OTHER INTELLECTUAL PROPERTY, OR SIMILAR LAWS OR REGULATIONS, IN-

CLUDING, BUT NOT LIMITED TO, THE INSTALLATION OR DISTRIBUT/ON OF “PIRATED” OR OTHER
SOFTWARE PRODUCTS THAT ARE NOT APPROPRIATELY LICENSED FOR USE BY THE CITY OF LAN-
SING.

THE CITY OF LANSING RESERVES THE RIGHT TO AUDIT NETWORKS AND SYSTEMS ON A PERIODIC
BASIS TO ENSURE COMPLIANCE WITH THIS POLICY.

AUTHORIZED USE

Technology resources are provided by the City to accomplish tasks related to the City’s mission.
These include correspondence, record keeping, administrative support activities, database ac-
cess and maintenance and other uses specified by an employee’s supervisor or job description.

. RESTRICTIONS

All employees and officers must use City TECANCOLOGY resources solely for purposes for which
they have been authorized. Computing resources may be connected to the Internet or a de-
partment or City network for the performance of authorized tasks. Accessing or attempting to
access computer resources, the Internet or network to perform unauthorized tasks is not per-
mitted. Employees shall only access data stored or entered in the City's computer systems from
their assigned work site during their scheduled work hours and for an authorized purpose. THIS
PROVISION SHALL NOT APPLY TO SCHEDULED WORK HOURS CONCERNING ELECTED OFFICIALS
OR IXCCUTIVC MANAGCMENT PLAN CMPLOYLES.

Using a computer to access the accounts and files of others or to alter the work product of oth-
ers without permission is prohibited.

Attempting to subver: netwark, security, impair functionality of the network, or bypass re-
strictions set by administrators is prohibited. Assisting others in violating these rules by sharing
information or passwords is also prohibited.



The improper use or distribution of city owned data or information is prohibited.

The unauthorized use of computer resources, as well as providing false or misleading infor-
mation for obtaining access to computing facilities, is prohibited. Employees shall not gain unau-
thorized access to City computing facilities or use City computer resources to gain unauthorized
access to other institutions, organizations, or individual computers.

An employee may not authorize anyone to use his/her computer or access his/her database for
any reason unless instructed to do so by his/her department head or supervisor. Employees
must take all reasonadle precautions, such as password maintenance and file protection
measures, to prevent the use of his/her computer by unauthorized persons. Employees must
not, for example, share a password or dial-in access number with any unauthorized person.

Any use of external networks connected to a department’s netwark or the city’s network must
comply with the policies of acceptable use promulgated by thebayer, the employee’s depert-
ment head and this policy statement.

City TECHNOLOGY resources may not be used for non-work purposes, commercial activities, fi-
nancial gain, or entertainment. However, games, entertainment or other programs may be used
for education or training purposes if authorized by the department head or supervisor.

All employees who have been authorized to use City computing resources shall regard all per-
sonal or proprietary information, which may thereby become available to him/her as confiden-
tial. Written permission must be obtained from the appropriate person or body before copying,
modifying or otherwise using any part of the information.

Employees shall not copy system files or attempt to access or modify such files or software or
computer management programs and data except when authorized to do so by the employee’s
supervisor or department head.

City computer eguipment shall remain on City premises at all times, UNLESS SIGNED QUT FOR
FIELD USE AND AN EXPECTED RETURN DATE, OR WITH AUTHORIZAT ON FROM an employee’s
department head or supervisor.

No officer or employee shall install or use any encryption program unless specifically told to do
so by his/her department head.

THE CITY OF LANSING RESERVES THE RIGHT TO AUDIT NETWORKS AND SYSTEMS ON A PERIODIC
BASIS TO ENSURE COMPLIANCE WITH THIS POLICY

SOCIAL MEDIA

THE USE OF SOCIAL MEDIA ON CITY TECHNOLOGY, INCLUDING COMPUTERS, LAPTOPS, | PADS,
AND CELL PHONES, AND OTHER SUCH DEVICES, IS PROHIBITED UNLESS DIRECTLY RELATED TO



CITY BUSINESS OR AUTHORIZED BY THE DEPARTMENT HEAD. IT IS FURTHER PROHIBITED FROM
USE DURING PUBLIC MEETINGS DUE TO THE POTENTIAL FOR VIOLATIONS OF THE OPEN MEET-
INGS ACT.

THE CITY OF LANSING RESERVES THE RIGHT TO AUDIT NETWORKS AND SYSTEMS ON A PERIODIC
BASIS TO ENSURE COMPLIANCE WITH THIS POLICY

VI. SPECIFIC POLICY ELEMENTS

A. Physical Protection of Information and Equipment

All computer equipment is to be secured as best as possible when not in use or left una:-
tended. Laptop computers shall not be left in unlocked vehicles.

Employees who will be out of the office for more than three (3) consecutive workdays shall
give his/her assigned laptop computer to authorized personnel for secure storage. (Tim= out
of the office includes, but is not limited to: vacation, sick leave, bereavement, compensation
time and conferences.)

All non-server computers shall be logged off upon completion of use ar at the end of the
work shift.

The security of nan-assigned computers shall he pratected by Ingging off at the end of the
work shift.

B. Deleting Data or Information

All information or data that is removed from the computer shall be approved by the de-
partment head or supervisor. No informztion shall be permanently deleted from the system
without prior authorization. Individual departments may autheorize the routine deletion of
specific categories of information. Backup and archiving procedures for the retention of de-
leted data may be established by individual departments.

C. Remote Access Policy

Remote access to city computers by officers, employees and verdors shall be by prior ap-
proval of the department head.

THE CITY OF LANSING RESERVES THE RIGHT TO AUDIT NETWORKS AND SYSTEMS ON A PERIODIC
BASIS TO ENSURE COMPLIANCE WITH THIS POLICY

D. Email



EMAIL, WHETHER ON THE CITY LAPTOP, DESKTOP, OR CITY ISSUED CELL PHONE, is to be used for
conducting City businass. Email is not to be used as a form of entertainment or as a forum for
political, religious or any other personal exprassion inconsistent with work place responsibilities.

The email system and its contents are the property of the City of Larsing and employees have
no expectation of privacy in its use or content. For example, a single email sent to just ane per-
son can be forwarded, without the permission of the sender, to hundreds of others either inten-
tionally or inadvertently. Employees should also be aware that deletad messages are not always
deleted completely. They may appear on backup tapes, on other computers or in other employ-
ee's email boxes. In addition, email exchanges are subject to release under the Freedom of n-
formation Act.

Even though there is no expectation of privacy in City email, no City 2mployee is to use his or
her position or access right to read another employee’s email or personal files. The only people
authorized to do this are individual department heads. The Director of Management Services
may also, in consultation with affected department head(s), directly authorized persons to ac-
cess individual email accounts.

THE CITY OF LANSING RESERVES THE RIGHT TO AUDIT NETWORKS AND SYSTEMS ON A PERIODIC
BASIS TO ENSURE COMPLIANCE WITH THIS POLICY

E. Privacy Rights and Limitations

No privacy rights exist to any personal files or email created or received on city computer re-
sources. As stated previously, City computer equipment is to be used to conduct City business
and therefore any personal information stored or created on this equipment is subject to review
and elimination by appropriate authorities.

The City of Lansing is a government unit and is therefore subject to Freedom of Information Act
(FOIA). As such, electronic information and email created in the performance of employee job
duties may be considered a public record. Therefore, all computer files generated by city offic-
ers, FI FCTFD QFFICIALS, and employees are suhject to review and possible release. Fven per-
sonal email or files not related to the specitic issue discussed in the FOIA request may be
0065amined in the course of responding to a FOIA request.

System administrators or other city personnel may also need to gather information from COM-
PUTERS AND CELL PHONES to ensure the centinued function of TECHNOLOGY resources or to
investigate complaints. This may require the examination of activity logs, files, email, printer list-
ings, VOICEMAILS, AND PHONE RECORDS tc gather information necessary to diagnose and cor-
rect problems with system software or hardware. Individual technology (COMPUTLCRS AND CCLL
PHONES) may also be examined to determine if policy violations have occurred or are occurring.

Privacy policies contained in other city documents should also be followed when working with
computer data.

F. Password



The purpose of passwords is to protect the City’s database and information from corruption or
use by unauthorized individuals. The issuance of a password to an employee is not consent to
develop or protect personal files.

All passwords are considered confidential information and may not be disclosed. A password
may not be used by anyone other than the nerson(s) wha has been authorized to use it.

All employeas must notify their department head or supervisor if they believe their password is
being used or has been compromised by others.

G. Virus Protection

City computers and cell phones should be protected by software that scans for viruses. Virus de-
tection helps avoid destruction of computer files and hard drives. However, since virus protac-
tion software is not 100% effective, it is extremely important to follow procedures to protect
computer data. This is an important issue and if a damaging virus were to destroy a hard drive’s
contents, the cost to ch City of Lansing could be thousands of dollars.

The following steps shall be followed when suing software on City computers:

e Theinstallation and use of software not owned by the City is prohibited without author-
ization from the department head or supervisor.

¢ Virus scanning programs shall not be disabled.

* Employees who are authorized to transfer data from demc disks or disks brought from
home must follow the virus scanning and installation procedures established by their
department

e Any software downloaded from an outside source shall not be loaded without approval
from the department head or supervisor.

H. Network Security

Network security is dependent on employees. Each employee or group of employees has a set
of specific rights on individual computers and file servers. Each Department may establish em-
ployee privileges based on an employee’s jok function. Specific user groups and access privileges
may be defined by the department head, supervisor, or system administrator. These access priv-
ileges determine which files or data an employee may access.

I. Software Use

In cases where software is copyrighted or otherwise protected, employees may not copy or dis-
tribute the software unless authorized to make a backup copy. Furthermore, it is illegal to facili-
tate access by others to copyrighted software.

It is the responsibility of each department that maintains a computer system to insure that all
software on that system is appropriately licensed. It is the responsibility of the data processing
department to insure that the software it instzlls is appropriately licensed.

The City forbids, under any circumstances, the unauthorized reproduction of software or use of
illegally obtained software. Using City equipment to make illegal copies of software is prohibit-
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ed. City employees who violate this policy are subject to disciplinary action and/or legal action
by the City. Individuals who violate U.S. copyright law and software licensing agreements may
also be subject to criminal or civil legal actior.

City employees are required to follow conditions or restrictions required by the licensing agree-
ments for software programs purchased by the departments. Far commonly used applications,
the following condit'ons apply:

¢ ltisillegal to copy a software program, such as WordPerfect, Lotus 1-2-3, Norton Utili-
ties, and inszell that single program for simultaneous use on multiple machines. (Note:
some software applications allow installation on a home computer as well as a work
computer.)

e Unauthorized copies of software programs may not be used on City equipment. This ap-
plies even though you may not have made the illegal copy.

e The purchase of the appropriate number of copies of a software program is necesszry
for maintaining legal status, especially if you are using machines connected to a net-
work.

¢ City employzes are prohibited from assisting in making or using illegal copies of City-
owned software.
e City employaes are permitted to make an archival (backup) copy of a software program.

J.  Internet Use

Internet access from City computers is to be used for City business. Individual departments may
authorize and define business use.

No program or application shall be downlozded from the Internet and installed on City comput-
ers without prior permission of the department head or supervisor.

VIOLATIONS
The following list of policy violations is not all inclusive but merely illustrative:

* Knowingly accessing or attempting to access any computer system, data or information
which an employee does not have permission or authority to access is a violation of this
policy.

e Using, copying, modifying or transferring data that is not part of an employee’s assigned
responsibilities is a violation of this policy.

¢ lising computer hardware, data nr information on City computers for personal or finan-
cial gain is a violation of this policy.

o Accessing a computer or network for the purpose of altering, damaging or destroying
software, data or information, regardless of its location, is a violation of this policy.

® Giving access codes or passwords to any individual not authorized to receive them is a
violation of this policy.

RESPONSIBILITIES AND CONSEQUENCES OF NON-COMPLIANCE



All officers, employees and temporary workers employed by the City are expected to comply
with this policy. Any employee who violates this policy is subject to disciplinary action consistent
with personnel policies and may be subject to criminal or civil prosecution under applicable
laws.

Any officer or employee who has reason to believe that a coworker may be misusing city TECH-
NOLOGY resources or violating any aspect of this policy shall voice his or her concern to his or
her department head or supervisor. Department heads and supervisors are respongsible for ad-
dressing any policy violations of which they become aware. Department heads may refer the
matter to the Department of Human Resources, if appropriate.

. POLICY MODIFICATICNS OR CHANGES

Individual departments may make additions to this policy and exercise discretionary authaority
where indicated as long as the additional policies do not contradict or nullify this policy or other
established personnel policies.



