MINUTES

Committee on Personnel
Tuesday, January 29, 2013
8:15a.m.
Tenth Floor Conference Room - Lansing City Hall

CALLL TO ORDER

The meeting called to order at 8:15 a.m.

ROLL CALL

Councilmember A’Lynne Robinson, Chair

Councilmember Carol Wood, Vice Chair

Councilmember Brian Jeffries, Member

Councilmember Jody Washington, Member — arrived at 8:20 am

OTHERS PRESENT

Diana Bitely, Council Staff
Arnie Yerxa, Internal Audit
Don Kulhanek, Law

APPROVAL OF MINUTES

None submitted.

PUBLIC COMMENT ON AGENDA ITEMS

None.

DISCUSSION/ACTION
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Policies and Procedures

Councilmember Robinson reviewed the changes to “Technology Usage, Computer,
Phone, Laptops, | Pads. This also included an addendum to include sanctions for what
Council “shall” do in regard to misuse as well as Section 2.101 in the Charter dealing
with Public Trust. Questions that had been directed to the Human Resources and IT
were reflected in the email and at the present time they unable to provide a list of
computer usage violations and consequences for those who have misused city

property.

Council President Wood commented on the discipline aspect and the City Attorney’s
thought that Council is unable to discipline one another. Mason's Manual - 561
Powers of Legislature to Discipline Members” allows for disciplinary actions. “Section
961.1. A legislative body has the right to regular the conduct of its members and may
discipline a member as it deems appropriate, including reprimand, censure or
expulsion.” She questioned if we need a new policy or can Council be included under
the definition of “employees”.

Councilmember Robinson questioned based upon this finding, why cannot Council
Members be disciplined.

Mr. Kulhanek stated that Mason’s was not designed for municipal entities. You will find
that most constitutions say that the legislative body is responsible for its conduct. This
is not covered within the City Charter.

Councilmember Wood disagreed and read a portion that does pertain to the
governance of legislators.

Mr. Kulhanek stated that it only provides for punishments if the qualifications are not
met within the charter, such as being a resident, a felony, or owing money to the city.
He does not see in any legal way where Councilmembers can discipline its members.

Councilmember Jeffries questioned if the computer usage policy does not apply to
Council.

Mr. Kulhanek stated that he is still researching how it could apply to Councilmembers
because he is not sure how it applies to anyone other than city employees. His
hesitance is with regard to Councilmembers having the ability to discipline one
another.

Councilmember Wood quoted the definition of “Officer” from the City Charter.
“‘OFFICER includes, but is not limited to, the elected officials of the City, the members
of boards and commissions, and their executive staffs, all heads of departments and
divisions.”

Councilmember Robinson questioned the desire of the Committee in moving forward
with the policy. She spoke on the public trust aspect with the offending
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Councilmember and the fact that the public is not aware of what is going on and
cannot make an educated vote without the information that is relevant.

Councilmember Jeffries questioned why Council cannot speak of the issue that
brought this up; the offending Councilmembers.

Mr. Kulhanek stated that there is the potential for litigation.

Councilmember Robinson reiterated that the point is to put something in place to help
protect Councilmembers and employees. She feels that Council’s hands are tied with
regard to this issue. She feels it is unnecessarily complicated and it should be easier.
Clearly we want to address the issue at hand, but what is the desire of the
Committee?

Councilmember Washington stated that she would like a policy in place that spells out
clearly what Councilmembers and staff can and cannot do with the technology made
available to them at the expense of the city. She would also like to see a method of
sanctions that makes sense.

Councilmember Jeffries stated his confusion that this policy does not apply to Council.
It was created with the intent that it would apply to staff and Council and that the
Council President would act as the “Department Head”. From what he is hearing, there
is a possibility that Council is not bound by this policy. Perhaps at the very least, he
would like to have a charter amendment prepared that would be broad enough to
allow Council to create rules for itself to deal with issues of conduct.

The federal legislation allows a governing body to govern itself with regard to
disciplinary actions.

Mr. Kulhanek indicated that he could look into this and potentially draft something.

Councilmember Jeffries commented that the charter only allows for “nothing less than
forfeiture”.

Mr. Kulhanek stated that Council is covered but there are no consequences for
violating it for Councilmembers.

Councilmember Wood questioned in terms of sanctions, what would prevent Council
from passing a resolution that states what the offenses were and that would make it
public.

Councilmember Jeffries suggested that “the be it further would be to suggest a charter
provision.”

Councilmember Washington commented that if the IT Department cleaned up the
computer, fixed it and gave it back to the Councilmember, that she feels that would be
grossly out of line and tampering with a computer that was misused and that if they
ignored Council’'s request to secure the computer and keep it in the condition that it
was turned in as.
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Councilmember Jeffries requested that Mr. Kulhanek obtain a report outlining where
the computer is, what was done to the computer, the hard drive.

Councilmember Robinson stated that this has compromised any potential investigation
that could have taken place.

Councilmember Jeffries questioned if Council can require that all laptops be housed at
the Council Office.

Councilmember Robinson feels that we are spinning our wheels in terms of this issue.

Mr. Kulhanek stated that he needs additional time to review the changes in policy. This
is a new issue for which he has not had time to review it.

Councilmember Wood stated that the original thought was to go paperless and that is
why the laptops were purchased; not for personal use during a meeting.

Councilmember Washington stated that we are going to make mistakes, we are
human.

Mr. Kulhanek stated that social media policies are not in the policy.

Councilmember Jeffries commented that we feel the policy applies but there is no
disciplinary action covered.

Mr. Kulhanek agreed at least at a cursory level.

Councilmember Jeffries questioned if a charter amendment can be done to adopt a
way of dealing with these issues. Under the subpoena power, if we are not getting a
response from IT, can this Committee subpoena IT for these records.

Mr. Kulhanek stated that the Council body can pass a resolution to issue a subpoena.
Councilmember Robinson commented that we need to adjust the policy that we
currently have and get to a resolution that includes a charter amendment. What is the

next step if for some reason, this plan is deemed not enforceable by the City Attorney.

Mr. Kulhanek questioned if the housing of the computer at the office would resolve a
large part of the issue.

Councilmember Robinson stated that for her it would clear up some of the
temptations, such as using the city owned property for personal or commercial
business, or for any personal use, or allowing family to utilize the equipment.

The Committee suggested that there be a sign-out process for taking laptops off of the
premises.
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Councilmember Jeffries requested a written report from IT. If we are unable to obtain
that written report, then how does this body subpoena for it.

There was decision about Internal Auditor attending Committee of the Whole meetings
and Council meeting, as well to look at the sitting and repairs to the dais.

RECEIPT OF COMMUNICATIONS

None
OTHER

None

PENDING

Computer Usage Policy

ADJOURN

The meeting was adjourned at 9:21 a.m.
Submitted by,

Diana Bitely, Recording Secretary
Lansing City Council

Approved by the Committee on 2/26/2013.

Appropriate documents attached to original set of minutes.
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Councilmember and the fact that the public is not aware of what is going on and
cannot make an educated vote without the information that is relevant.

Councilmember Jeffries questioned why Council cannot speak of the issue that
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Mr. Kulhanek stated that there is the potential for litigation.
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protect Councilmembers and employees. She feels that Council’s hands are tied with
regard to this issue. She feels it is unnecessarily complicated and it should be easier.
Clearly we want to address the issue at hand, but what is the desire of the
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Councilmember Washington stated that she would like a policy in place that spells out
clearly what Councilmembers and staff can and cannot do with the technology made
available to them at the expense of the city. She would also like to see a method of
sanctions that makes sense.

Councilmember Jeffries stated his confusion that this policy does not apply to Council.
It was created with the intent that it would apply to staff and Council and that the
Council President would act as the “Department Head”. From what he is hearing, there
is a possibility that Council is not bound by this policy. Perhaps at the very least, he
would like to have a charter amendment prepared that would be broad enough to
allow Council to create rules for itself to deal with issues of conduct.
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disciplinary actions.

Mr. Kulhanek indicated that he could look into this and potentially draft something.

Councilmember Jeffries commented that the charter only allows for “nothing less than
forfeiture”.

Mr. Kulhanek stated that Council is covered but there are no consequences for
violating it for Councilmembers.
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Councilmember Jeffries requested that Mr. Kulhanek obtain a report outlining where
the computer is, what was done to the computer, the hard drive.

Councilmember Robinson stated that this has compromised any potential investigation
that could have taken place.

Councilmember Jeffries questioned if Council can require that all laptops be housed at
the Council Office.

Councilmember Robinson feels that we are spinning our wheels in terms of this issue.

Mr. Kulhanek stated that he needs additional time to review the changes in policy. This
is a new issue for which he has not had time to review it.

Councilmember Wood stated that the original thought was to go paperless and that is
why the laptops were purchased; not for personal use during a meeting.

Councilmember Washington stated that we are going to make mistakes, we are
human.

Mr. Kulhanek stated that social media policies are not in the policy.

Councilmember Jeffries commented that we feel the policy applies but there is no
disciplinary action covered.

Mr. Kulhanek agreed at least at a cursory level.

Councilmember Jeffries questioned if a charter amendment can be done to adopt a
way of dealing with these issues. Under the subpoena power, if we are not getting a
response from IT, can this Committee subpoena IT for these records.

Mr. Kulhanek stated that the Council body can pass a resolution to issue a subpoena.
Councilmember Robinson commented that we need to adjust the policy that we
currently have and get to a resolution that includes a charter amendment. What is the

next step if for some reason, this plan is deemed not enforceable by the City Attorney.

Mr. Kulhanek questioned if the housing of the computer at the office would resolve a
large part of the issue.

Councilmember Robinson stated that for her it would clear up some of the
temptations, such as using the city owned property for personal or commercial
business, or for any personal use, or allowing family to utilize the equipment.

The Committee suggested that there be a sign-out process for taking laptops off of the
premises.
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Councilmember Jeffries requested a written report from IT. If we are unable to obtain
that written report, then how does this body subpoena for it.

There was decision about Internal Auditor attending Committee of the Whole meetings
and Council meeting, as well to look at the sitting and repairs to the dais.

RECEIPT OF COMMUNICATIONS

None
OTHER

None

PENDING

Computer Usage Policy

ADJOURN

The meeting was adjourned at 9:21 a.m.
Submitted by,

Diana Bitely, Recording Secretary
Lansing City Council

Approved by the Committee on2/4/13.

Appropriate documents attached to original set of minutes.
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AGENDA
Committee on Personnel

Tuesday, January 29, 2013 @ 8:15 a.m.
10" Floor Conference Room, City Hall

Councilmember A'Lynne Boles Robinson, Chair
Councilmember Carol Wood, Vice Chair
Councilmembker Brian Jeffries, Member
Jady Washington, Member

1. Call to Order

2. Roll Call

3. Approval of Minutes

4. Public Comment on Agenda ltems

§. Discussion/Action:

A.) Policies and Procedures
6. Other

7. Adjourn

8. Pending
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No. 16

City of Lansing
Computer Usage Policy

Virg Bernero, Mayor

LINTRODUCTION

The City of Lansing maintains its computer system and network for official purposes only. This
computer hardware, scftware and data protection policy reflects the position of the City of
Lansing regarding the use of hardware, software and data in all city offices and departments.

Scope

This policy applies to officers and employees working for the City of T.ansing on a permanent or
temporary basis. It refers to all information resources owned or under control of the City.
whether individually conwrolled or shared. Information resources include any information in
electronic or audio-visual format, or any hardware or software that makes possible the storage
and use of information. Included in this definition are electronic mail, local databases, externally-
accessed databases, all city controlled web sites, CD-ROM, digitized video and photographs and
all other digitized information.

L DATA PROTECTION POLICY STATEMENT

The City of Lansing depends heavily on computer use and information to conduct its business. It
is essential that this information be accurate and protected from unauthorized destruction.
modification or disclosure.

When using City computers, emplovees and officers must adhere to the same code of ethics and
personnel policies that govern all other aspects of City government. Any actions performed or
initiated through the City computer system must be done with integrity, honesty, and compliance
with the City’s rule of conduct.

The following rules for computer and data use are intended to supplement existing personnel
policies by clarifying the expected conduct on employees when working with computers and
computer data. If you have a question concerning any computer policy or its applications, consult
your department head or the Department of Human Resources.

III. AUTHORIZED USE

Computing resources are provided by the City to accomplish tasks related to the City’s mission.
These include correspondence, record keeping. administrative support activities. database access
and maintenance and other uses specified by an employee’s supervisor or job description.

IY. RESTRICTIONS
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All employees must use City computer resources solely for purposes for which they have been
authorized. Computing resources may be connected to the Internet or a department or City
network for the performance of authorized tasks. Accessing or attempting to access computer
1esources, the Internet or network to perform unauthorized tasks is not permitted. Employezss
shall only access data stored or entered in the City’s computer systems from their assigned work
sitc during their schedulcd work hours and for an anthorized purposc. This provision shall not
apply to elected officials or Executive Management Plan employees.

Using a computer fo access the accounts and files of orhers or to alter the work product of orhers
without permission is prohibited.

Altempting to subvert network security, impair functionality of the network, or bypass
restrictions set by administrators is prohibited. Assisting others in violating these rules by sharing
information or passwords is also prohibited.

The improper use or distribution of ¢ity owned deta or information is prohibited.

The unauthorized use of computer resources, as well as providing false or misleading
information for obtaining access to computing facilities, is prohibited. Employees shall not gain
unauthorized access to City computing facilities or use City computer resources to gain
unauthorized access to other institutions, organizations, or individual computers.

An employee may not authorize anyone to use his/her computer or access his/her database for
any reason unless instructed Lo do so by his/her departiment head or supervisor. Employees must
take all reasonable precautions. such as password maintenance and file protection measures, to
prevent the use of his/her computer by unauthorized persons. Employees must not, for example,
share a password or dial-in access number with any unauthorized person.

Any use of external networks connected to a department’s network or the city’s network must
comply with the policies of acceptable use promulgated by the Mayor. the employee’s
department head and this policy statement.

City computer resources may not be used for non-work purposes, commercial activities, financial
gein, or entertainment. However, games, enterfainment or other programs may he used for
education or training purposes if authorized by the department head or supervisor.

All employees who have been authorized to use City computing resources shall regard all
personal or proprietary information, which may thereby become available to him/her as
confidential. Written permission must be obtainzd from the appropriate person or body before
copying. modifying or otherwise using any part of the information.

Employees shall not copy system files or atiempt to access or modify such files or software or
computer management programs and data except when authorized to do so by the employee’s
supervisor or department head.

Employees shall not attempt to modify or repair any computer equipment belonging to or under
the control of the City unless authorized to do so by his/her department head or supervisor.
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City compurer equipment shall remain on City premises at all rimes, with the exception of laptop
computers assigned for field use and other exceptions authorized hy an employee’s department
head or supervisor.

No officer or employee shall install or use any sncryption program unless specifically told tc do
sc by his/her department head.

Employees shall only access data stored or entered in the City’s computer systems from their
assigned work site during rtheir scheduled working hours and for an authorized purpose. This
provision shall not apply to executive plan employees, non-hargaining unit employees designated
by department heads, elected officials, City Council staff or Mayoral staff.

V. SPECTFIC POLICY ELEMENTS
A. Physical Protection of Information and Equipment

All compuler equipment is o be secured as best as possible when not in use or lelt unaltended.
Laptop computers shall rot be 1eft in unlocked vehicles.

Employees who will be out of the office for more than three (3) consecutive workdays shall give
his/her assigned laptop computer to authorized personnel for secure storage. (Time out of the
office includes, but is not limited to: vacation, sick leave, bereavement, compensation time and
conferenceces.)

All non-server compulters shall be logged off upon completion of use or at the end ol the work
shift.
The security of non-assigned computers shall he protected by logging off ar the end of the work
shift.

B. Deleting Data or Information

All information or data that is removed from the computer shall be approved by the department
head or supervisor. No information shall be permanently deleted (tomn the system wilhout prior
authorization. Individual departments may authotize the routine deletion of specific categories of
information. Backup and archiving procedures for the retention of deleted data may he
established by individual departments.

C. Remote Access Policy

Remote access to city computers by officers, employees and vendors shall be by prior approval
of the department head.

D. Email

Email is to be used for conducting City business. Email is not to be used as a form of
entertainment or as a forum for political, religious or any other personal expression inconsisrent
with work place responsibilities.
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The email system and its contents are the property of the Ciry of T.ansing and employees have no
expectarion of privacy in its use or content. For example, a single email sent fo just one person
can be forwarded, without the permission of the sender, to hundreds of others either intentionally
or inadvertently. Employees should also be aware that deleted messages are not always deleted
completely. They may appear on backup tapes, on other computers or in other employee’s email
boxes. In addition. email exchanges are subject to release under the Freedom of Information Act.

Even though there is no expectation of privacy in City email, no City employee is to use his or
her position or access rights ro read another employee’s email or personal files. The only people
authorized to do this are individual department heads. The Director of Management Services
may also, in consultation with affected department head(s), direct authorized persons to access
individual email accounts.

E. Privacy Rights and Limitations

No privacy rights exist to any personal files or email created or received on city computer
1esources. As stated previously, Cily compuler equipmnent is (o be used o conduct City business
and therefore any personal information stored or created on this equipment is subject © review
and elimination by appropriate authorities.

The City of Lansing is a government unit and is therefore subject to the Freedom of Information
Act (FOIA). As such, electronic information and email created in the performance of employee
job dutics may be considered a public record. Thercfore, all computer files gencrated by city
officers and employees are subject to review and possible release. Even personal email or files
nol related (o the specific issue discussed in the FOIA request may be examined in the course of
responding to a FOIA request.

System administrators or other city personnel may also need to gather information from
computers to ensure the continued functioning of computer resources or to investigate
complaints. This may require the examination cf activity logs, files. email, and printer listings to
gather information necessary to diagnose and correct problems with system software or
hardware. Individual computer files may also be examined to determine if policy violations have
occurred Or dre OCCuITing.

Privacy policies contained in other city documents should also be followed when working wirh
computer data.

F. Password

The purpose of passwords is to protect the City's database and information from corruption or
use by unauthorized individuals. The issuance of a password to an employee is not consent to
develop or protect personal files.

All passwords are considered confidential information and may not bz disclosed. A password
may not be used by anyone other than the person(s) who has been authorized to use it.

All employees must notifv their department head or supervisor if they believe their passward is
being used or has been compromised by others.
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(3. Virus Protection

City computers should be protected by softwarz that scans for viruses. Virus detection helps
avoid destruction of computer files and hard drives. However, since virus protection software is
not 100% effective, it is extremely important to follow procedures to protect computer data. This
is an important issue and if a damaging virus were (o destroy a hard drive’s contents, the cost to
the City of Lansing could be thousands of dollars.

The Tollowing steps shall he followed when using software on City computers:

’ The installation and use of software not owned by the City is prohibited without
authorization from the department head or supervisor.

. Virus scanning programs shall not be disabled.

. Employees who are authorized to transfer data from demo disks or disks brought from
home must [ollow the virus scanning and installation procedures established by their
department.

. Any software downloaded from an outside source shall not be loaded without approval

from the departmznt head or supervisor.
H. Network Sceurity

Network securily is dependent on ermnployees. Each employee or group ol employees has a set ol
specific rights on individual computers and file servers. Each Department may establish
employee privileges hased on an employee’s job function. Specific user groups and access
privileges may be defined by the department head, supervisor, or system administrator. These
access privileges determine which files or data zn employee may access.

1. Software Use

In cases where soltware is copyrighted or otherwise prolected, employees may 10l copy or
distribute the software unless authorized to make a back-up copy. Furthermore, it is illegal to
facilitate access by others 1o copyrighted software.

It is the responsibility of each department that maintains a computer system to insure that all
scftware on that system is appropriately licensed. It is the responsibility of the data processing
department to insure that the software it installs is appropriately licensed.

The City forbids, under any circumstances. the unauthorized reproduction of software or use of
illegally obtained software. Using City equipment to make illegal copies of software is
prohibited. City employees who violate this policy are subject to disciplinary action and/or legal
action by the City. Individuals who violate U.S. copyright law and software licensing agreements
may also be subject to criminal or civil legal action.

City employees are required to follow conditions or restrictions required by the licensing
agreements for software programs purchased by the departments. For commonly used
applications, the following conditions apply:
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’ Tt is illegal 10 copy a software program, such as WordPerfecr, T.otus 1-2-3, Norton
Utilities, and install that single program for simultaneous use on multiple machines.
(Note: some software applications allow installation on a home computer as well zs a
work computer. )

. Unauthorized copics of softwarc programs may not be uscd on City cquipment. This
applies even though you may not have made the illegal copy.

’ The purchase of the appropriate number of copies of a software program is necessary for
maintaining legal status, especially if you are using machines connected to a network.

. City employees cre prohibited from assisting in making or using illegal copies of City-
owned software.
. City cmployces arc permitted to makce an archival (back-up) copy of a softwarc program.

I. Internet Use

Internet access from City compurers is to he used for City business. Individual deparrments may
authorize and define business use.

No program or application shall be downloaded from the Intemet and installed on City
computers without prior permission of the department head or supervisor.

VL VIOLATTONS

The following Tist of policy violations is nor all inclusive hut merely illustrative:

. Knowingly accessing or attempting to access any computer system, data or information
which an employee does not have permission or authority to access is a violation of this
policy.

. Using. copying., modilying or transferring data that is not part ol an employee’s assigned

responsibilities is a violation of this policy.

’ Using computer hardware, data or information on City computers for personal or
financial gain is a violation of this policy.

. Accessing a computer or network for the purpose of altering, damaging or destroying
software, data or information, regardless of its location, is a violation of this policy.

’ Giving access codes or passwords to any individual not authcrized to receive them is a
violation of this policy.

VII. RESPONSIBILITIES AND CONSEQUENCES OF NON-COMPLIANCE

All officers. employees aad temporary workers employed by the City are expected to comply
with this policy. Any employee who violates this policy is subject to disciplinary action
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consistent with personnel policies and may he subject to criminal or civil prosecution under
applicahle Taws.

Any officer or employee who has reason to believe that a coworker may be misusing City
computer resources or violating any aspect of this policy shall voice his or her concern to his or
her department head or supervisor. Department heads and supervisors are responsible for
addressing any policy violations of which they become awarc. Department heads may refer the
matter to the Department of Human Resources if appropriate.

VITL. POLICY MODIFICATIONS OR CHANGES

Individual departments may make additions to this policy and exercise discretionary authority
where indicated as long as the additional policies do not contradict or nullify this policy or other
established personnel policies.
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CITY OF EAST LANSING

TECHONOLOGY AND COMPUTER USE POLICY

LOOVERVIEW

‘Fhe department of Information Systems intzntion for publishing an Aceeptable Use Policy is not to impose
resirictions that are contrary © the City of East Lansing’s established culnre of openness, trust and
tetegrity. The doparuncut of lnformation Systems 13 commitied 1o protecting the City of Tast Lansing's
employees, partmers and the city from illegal or damaging actions by individuals, either knowingly or
unknowingty,

Internet/Entranct/Extranet-related systems, inchiding bur net hmited to eomputer equipment, software,
operating systems, storage media, network accounts previding electronic mail and web browsing ate the
preparty of the City of Fast Lansing. These systems are to he used for business purposes in serving the
interests of the city, and of our clients and customers in the course of normal operations, Please review
[uman Resources policics for further details.

The 1.5, depurtment maintwins the Computer and Tecknology Resource Usage Policy on behall of the City
of East Lansing. llowever, other departments may develop supplemertal policies ard controls to
aceomunudate soecific requirement so long as these policies do not compromise the city s pelicies und
vortrols. This policy is alsc subject to IT General Controts as required by law and by sudit such as
comphiance audits by vendors or third-party nstitutions retained for sach purposes.

Elfective sevurity is a team =fort involving the partisipation and sapport of every City of East Lansing
employee and atfiliate who deals with miormation and/oer information systems. It 18 the respensibility of
every computer user o know these euidelines, and to conduct their activizies accordingly.

2.0 PURPOSE

The purpose of this pelicy s to outline the zeceptable use of computer cquipment at the City of Last
Lansing. These rules are in place to protect the employes and the City of East Lansiag. Inappropriate use
exposes the City of Bast Lansing to risks including virus sttacks, compromise of network systems and
servines, and Iogal tssues

3.0 SCOFE

This pelioy applies to employees, contractors, consultants, temporaries, and other workers at the Citv of
Fast Lansing, incleding ali personnel affiliated with third partes. This policy applies to all equiptaent that
is owned of leased by the City of East Lansing.

4.0 POLICY
4.1 General Use and Ownership

b While the City of East Lansing's network administration desires to provide a reasonable level of
privacy. users should be aware that the datdg they credte on the corporate svstems remains ¢
property of the City of Bast Lansing. Because of the ueed 1o protect the Ciiy of Basi Lansing's
network, management cannot guarantee the corfidentiality of informatien storsd on any notwork
or {ocal device belonzing to the City of East Lansing.

Emplovees are responsible for cxereising geod judoment regzrding the reasonablensss of persoital
wse, Individual depasiients are resvonsible {or ciesiing yaidelines congemung personal use of
ImernetIntranet’Cxtranet systems. In the absence of such policics, employees should be guided by

epartmentnl policizs o porsonal use, and if thees iz any unzertamty, coployess should consult
their supervisor or manager,
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For security and network maintenance purposes, authorized individuals within the City of East
Lansing may monilcer equipment, systems and network traffic a1 any timse.

The City of East Lansing reserves the right to audid notworks and systems on 2 periodic basis o
ensure compliance with this policy.

42 Security and Proprietary Information

Access to computer reoms wikl be limited to staff who require access for the rormal performance
of their jobs. Computers with sensitive informetion instalied on the local disk drive should be
sconred i 2 locked room or office doring non->usincss hours. Equipment which 15 to be removed
from City of Bast Lansing property must be gpatoved in advance with the 2. 8. departmert and an
inventory of this squipment maintained by [LS.

Only legally Hoensed software will be installed on City of East Lansing coxpaters, Users ars
exapested to read, understand and conform to the Beense requirements of ary sofbware produci(s)
they wse or install. Software cannot be copied or installed without the perrrission or involvement
of the 1.8, depariment.

LS. wili configure all workstations with vieus profaction software, which shoutd not be removed or
disalilad. Bach employes is sesponsible for proscting dielr cotupuler ayainst virus adack by
folowing 1.S. guidelines for scanning all inceming communications and media, and by not
disabling the anti-virus application installed on their workstation. All data disks and files entering
or teaving City of East Lansing should be scapaed for viruses.

All staff will log sutof the network and turn their computers off before leaving the ofive at mght.
Staff should log off of the network when they will be away from their desk for an extended period.
Keep passwords secure and do not share acccuats. Authorized users are responsible for the
security of their passwords and accounts.

Because informaticn comtained on pourtable compulers is especiatly valnerable, special care should
be exercised when using, storing, or transportivg portable (Jastop) computers.

Postings by emplayess from the City of East Lansing email address to newsgroups should not
ocour unless posting is in the course of business duties.

All hosts used by the omployee hat are sonaeciod 1o the City of Eust Lansing
Tnternel/Intranct/Extraset, whether owned by the craployes or the City of East Lansing, shall be
contiually executing approved vinis-scanning sofiware with a cutrent virus database aniess
overridden by departmental or group policy.

Emplovees must wse exmeme cadidn when opening e-mait attachinenis received from unknown
senders, which may comain viruses, c-iuail bombs, of Trojsn horse code,

4.3. Enaceeptable {se

The [llowing activitivs are, in general, probibited, Employees. may be exvmpied fiom diese restrictions
during the coursz of their legitimate job responsibilitios ie.g., systems administration staff may have a need
to digable the network access of a host if that host is disrupting production services).

Unde: no circumstances is an sawplovee of the City of East Lansing authorized 0 engage in any activity
fratis ilcgal under focal, state, foderal or indernational faw whilc utihzing the City of East Lansing owned

1250UICes,

The lists helow zre by no means exhausiive, but aifempt to provide a framework for astivities which f21i
into the category of unacocplabls usc.

System and MNelwork Activities
The following sctivities are strictly prohubited, with no evecplions

¥ Employees are expecied to use the standard sotiware provided by LS., or identity applications they
aeeil inthe courss of their work, Sladf members are a0t permitted o dovnload aonlications, demis
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ot upgrades without tae involvement of LS.. Employees will use the stardand e-mail system
provided by Cily ¢ Fast Lansing for official e-mail commmunications, and should not install their
own e-uail systemns. Additionally, use of instaml wessaging programs, such as I0Q, AOL Inswant
Messenger, Microsoft Messenger, ctc., is prohikited unless otherwise approved by management or
the ES. departenent.

Any and all information, siatistics, and other inforrmation system data incleding erail, internet
logs, computer files, and s0 on are property of the City of Fast Lansing and are subject to
monitering by the City. In additon. enaployees shoulkd be mindful that there 18 no assurance that
e-tmail texts and atachments sent within the sompany and on the Internet will ot be scen,
accessed or intercepted hy unanthorized parties.

Violations of the nghts of any person or company protected by copyrigh, trade secret, patent or
other imelleciual property, or similar faws or reguiations, including, but nct limited to, the
mstallation or distribution of "pirated” or other software producis that are rot appropriately
licensed for use by the Cily of East Langing.

Unautherized copying of copyrighted material including, but not hmited to, digitization and
distribution of photographs from magazines, baoks or other copyrighted scurces, copyrighted
mwsic, and the iostallation of any copyrighted sofiware for which the City 21 Bast Lansicg or the
end user does not have an active livense is strictly prohibited.

Exporting software, technical information, encryption software or technolcgy, in violaticn of
international ot regional export control laws, i iflegal. The appropriate management should be
consulted prior to export of any material thatis in question.

Introduction of malicious programs mnto the neiwork or server (e.g., viruses, worms, Trajan horses,
e-mail hombs, ete.,

Revealing your account password L others or allowing use of vour account by others. This
includes family and other houseliold membets when woik s being done at home.

Using a the City of East Lansing computing assel lo actively engage in prosuring or transmitting
material thet i in violation of sexual harasement or hostile workplace laws ia the user's local
jurisdiction,

Making fraudulent ofters of products, items, or services originating from any the City of East
Lansing account.

Fifecting security hreaches or disraprions of aetwork communication. Secunity breaches inclads,
but are not limited 0, accessing data of which the emplovee 15 not an intended recipient or Jogging
into a scrver or accourt that the cmployee is not sapressly asthorized to access, unless these duties
are within the scope of regular duties, For putposes of this section, "disruption” includes, but is not
limited to, network sniffing, pinged floods, packet spoofing, denial of servize, and forged routing
mtormation tor ma.ickous prrposes.

Porl svanning or seourity scanning is expressly prohibited unless prior nosification fo the
Information Sveteme department is made,

Hxecut:ing any fpor of petwork momiering which will intercept dara not ivended for the
craployee's host, unless this activity is  part of the employee's rormal job/duty.

Clircumaventing user suthentication or securily of any host, neswork or account,

Interfering with or denying service to any user otier than the employee's hest (far cxample, dondal
of service attack).

. Using any programyscripticommand, ot sending messages of any kind, with the intent to interfore

with, or disabie, avsers terminal session, via any means, ocally or vig the
internevintranstExtranel.

Providing mformation about, or lists of, the ity of Easl Lansing emplovees fo parties outside the
Cigy of Bast Lansing,

Using a computer ageount that you arc not suthorized 10 use. Obtaining 2 pesswond for & computer
account without the consent of the accownt owner.

Knowingly performing an act which wil interfere with the normal opetation of computers,
terminals, peripherats, o1 networks,

Knorwingly rumsing or instatling onany compater system or nerworl, or giving to another user, a
program ixtended 1o damage or 0 place excessive Joad un dcompuier sysiem or network,
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. Attempting to circumvent data protection schemes or uncover security lcopholes,
21

Deliberately wasling computing resourges,

Using electronic mail to harass others,

Masking the idertity of an accoun: or machine,

Attemipting 10 monitor or tamper with another user's electronic communicztions, or reading,
copying, changing, or deleting another user's files or software without the explicit agresment of
the ownet.

Email and Communications Activities

ter

Sending unsolicited emuil messages, including tae sending of "junk mail” or cther advertising
material to individeals who did not specifically request such material (email spam).

Any form of harsssment viz email, elephone ¢r paging, whether through language, frequency, or
size of messages.

Unauthorized use, o1 forging, of email header information,

Solicitation of cmail for any othor cmail address, other than that of the poster's aceount, with the
intent 1o harass or (o collsct replies.

Creating or forwarding "cham letters” or other "pyramud” schemes of any fype.

Use of vnselicited emai originating from willun the City of East Lansing's petworks of other
Internct/Intranct/Extranct service providers on behalf of, or to advertise, any service hosted by the
City of East Lansitg or connected via the City of East Lansing's network,

Posting the same o simifar non-business-releted messages (o large nurmbens of Usenel newsgroups
(nawsgroup spam).

The City of East Lansing employees shall have no expectation of privacy i1 anything thoy store,
send or receive on the company’s email system. The City of East Lansing may monitor messages
without prior notice. the Uity of Hast Lansing isnot obliged to monitor errail messages.

The City of East Lansing email systerm shall nct ¢ be used for the creation or distribution of any
disruptive or offensive messages, including offensive comments about race, gender, hair color,
disabilities, age, sexual orientation, pornograpty, religious beliefs and practice, political beliefs, or
national origin. Hivployees who receive any emails with this content from any Ciry of East
Lansing emplovee should report the matier to tacir supervisor immediatcly.

£.4 Password Sccurity

n

Initial passwords are assigned by the LS. deparment and should not be giver to other swaff or
persons outside the organization.

Employees should shange the provided passwords us soun as possible using he instruciions
previded by the LS. staffl

The City of Hast Lansing reserves the right to override anv emplovee~seleced passwords andror
codes. Periodicatly, staff may be reguived to change thein passwoids.

At po lime should a City of Fast Lensing employee allow a lemporury, coniractor or another
employvee use of their login. In the case where cn employee does provide nncthor porson access o
their account, they %ill be responsible for the actions of the individual using their account.
Passwords should not be stored in computer data Hiles, on the network, or be displaved openiy at
aiy workstation,

4.5 Blogging

Blogging by employvees, whether using the City of East Lansing’s property and systems or
personal computer systems, is also subject to the terms and restrictions se: forth in this Policy for
aceeplable use of the City’'s information sysioms.

The City of East Lamsing’s Conlidential Information policy also applies to blogging, As such.
Employess are prohibited from revenling sy Cley of Bast Lansing vonlidontial or propricary
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information, trade secrets or any other material sovered by the City of Fast Lansing’s Confidential
Information policy when engaged in blogging.

Employees shall not engage in anv blogpging that may harm or earnish the irhage, reputation andfor
geodwill of the Ciry of East Lansing and/or any of its employees, Finployees are alse prohibited
from making any discriminatory, disparaging, defamatory or harassing comments when hlogging
or vtherwise engaging in any cunduct prohibited by the City of East Lansing’s Non-
Diiserimination and Anti-Harassment policy.

Employees may also not attribute personal statements, opinions or beliefs o the City of Fast
Lansitg when cogeged in blogging. If an coployee is eapreasing his o1 her beliels andror opinions
i blogs, the employee may nod, expressly or implicitly, represent themselves as an employee or
representative of the City of East Lansing. Emlovees assume any and all risk associated with
blogging.

Apart from following all laws pertaining 10 the hundling and disclosure of copyrighted or expernt
controlled materials, the City of East Lansing’s wademarks, logos and any other the City of East
Lansing intellectust property may also not be used in connection with any biogging activity

4.0 Internet Usage

i

e

This palicy applies £ 4] uses of the Internet, but does not supersede any state or federal laws or
company palicies regerding confidentiality, inforrsation dissamination, or standards of conduet.
The use of city aulomation systems is for business purposes only. Briof and occasional personal
use is acceptable as long as it s not cxcessive ar inappropriace, ocenrs during personal time (funch
or other bresks), and does not result in expense m the City of East Lansing,

The Internet is 10 be used 1o furthet the City of East Lansing’s mission, to provide etfective
service of the highest yualily W the city's custemers and staf?, and 10 support other direct job-
reluled purposes.

Al policies and procedures apply to etuployees' conduot on the Internet, sepecially, but not
exclusively. relating to: intellectual property, contidentiakify, city mtormation disseminofion,
stanlards of conduct, misuse of city resources, anti-harassiment, and information und dala security,
Use of City of Kast Lansing computer, network, or Internet resources to access, view, ransmit,
archive. or distribuce racist, sexist, threatening, or otherwise objectionable or illegal material ig
strigtly prohibitec. "Material™ is defined as any visual, textuat, or auditery item, file, page, graphic,
or other entity. Such material violates the city’s enti-harassment policies ard is subject to company
disciplingy actioa.

Ne employee may use the City of East Lansing’s Internct/Intranct facilitics to doliborately
propagate any virug, worm, Trojan horse, trap-door program code, or other code or file designed to
disrupt, disabie, imozir, or otherwise harm either the <ity’s networks or svsiems or those of any
ather individual or satity.

5.9 ENFORCEMENT

Any emplovee found to have violated this policy sad/or state and faderal laws may be subject to
disciplmary aciion, up to aad inclading ternsination of smployment and pussibie cringina] prosecudon.

£.8 DEFINTTIONS

Term Definition

Rlogging Writmyg a blog. A blog (short for weblog) is 2 perscaal onlins joureal tha s
fraquenily updated and intended for penera] pubkic consumprien.

Spam Unauthorized and’or unsolietted electronic mass mailings,

Eazil Tae slectronic wansmission of nformation theough & mall protocol such as

Torwarded email

SMIP or IMAF. Typical email Clients include Eudora and Microsoft Outdook
Email resent from an internal network to an cutside point




Chain email or letter

Seasitive information

Virus warming.

Unauthorized Disclosuse

Excessive Use

Intranet
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Znmail sent to successive pecple. Typically the body of the note has direction €0
send out nultiple copies of the note and promises good uck or money if the
dircction is followed.

Tnformation is considered sensiive if it can be damaging 1o the City of East
Lansing.

Email contsining wamings sbout virus or malware. The overwhelming majority
of these emails tem out to be 4 1oax and contain bogus miormation weually
titent only on frightening or misleading nsers.

The intcational or wnintentional revealing of restrivled infonnation W peuple,
botk 1mside and cutside the Ciry of East Lansing who do not have a need to
Inow that information.

Use is defined as "excessive” i it interferes with sormal job functions,
wesponsiveness, or the ability to perform daily job activities.

An intranet is a private cormputer network that uses Intomet profocols and
notwork connectivity to securely share part of an crganization's information or
eperations with :ts emplovess. Sometimes the term refers oaly to the most
visible service, the mternal website,

An extranct 1s a private network that uscs Internet protocols, nefwork
conncetivity, and possibly the public telecommunication system to securely

share part of an organization s information or operations with suppliers, vendors,

parioers, customers or other >usinesscs.
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ACCEPTABLE USE AND INTERNET SAFETY POLICY

With the spread of rtelecommunications throughout society, including the educational
environment, the Jackson Public School District Board of Trustees recognizes that students and
employees will shift the way they access and transmit information, share ideas, and communicate
with others. As schools and offices are connected to the global community, the use of new tocls
and technologics brings new responsibilitics as well as opportunitics. Network resources are
intended for educational purposcs and to carry out the legitimate business of the school district.
The Jackson Public School District Board of Trustees expects all users of the district’s
compuling and network resources, including electronic mail and lelecommunications tools, Lo
utilize these resources appropriately.

It 1s the policy of the Jackson Public School District to: (&) prevent user access over its computer
network to, or transmission of, inappropriate material via [ntemet, electronic mail, or other forms
of direct electronic communications; (b) prevent unauthorized access and other unlawful online
activity; (¢) prevent unauthorized online disclosure, use, or dissemination of personal
identification information of minors; and (d) comply with the Children’s Internet Protection Act
[Pub. L. No. 106-554 and 47 USC 254(h)].

Education, Supervision and Monitoring

It shall be the responsibility of all members of the Jackson Public School District to ¢ducate,
supervise and monitor appropriate usage of the online computer network and access to the
Intemet in accordance with this policy, the Children’s Internet Protection Act, the Neighborhood
Children’s Internet Protection Act, and the Protecting Children in the 21* Century Act.

Procedures lor the disabling or otherwise modilying any lechnology protection measures shall be
the responsibility of the Information Technology Department.

The Instructional Technology Department will provide age-appropriate training for students who
use the District’s Internet facilities. The training provided will be designed to promote the
District’s commitment 10:

a. The standards and acccptable usc of Internet services as sct forth in the District’s
Internet Safety Policy;

b. Student safety with regard to: safety on the Internet; appropriate behavior while
online, on social networking Websites, and in chat rooms; and cyberbullying
awareness and response.

c. Compliance with the E-rate requirements of the Children’s Internet Protection Act

(“CIPA™).

Following receipt of this training, the student will acknowledge that he/she received the training,
understood it, and will follow the provisions of the District’s acceptable use policies.

Access to [nappropriate Material

To the cxtent practical, technology protcction measures (or “Internct filters™) shall be used to
block or filter Internet, or other forms of ¢lectronic communications. access to inappropriate

1
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mformation.

Specifically, as required by the Children’s Tnternet Protection Act, blocking shall be applied to
visual depictions of materials deemed obscene or child pornography, or to any material deemed

harmful to minors.

Subject to staff supervision, technology protection measures may be disabled for adults or, in the
cas2 of minors, minimized only for bona fide research or other lawful purposes.

Section I: DEFINITIONS

A. Child Pomography

B.

The term ““child pormography” has the meaning given such tesm in section 2256 of
title 18, United States Code.

Harm ful to Minors

The term “harmful to minors” is defined by the Communications Act of 1934 (47
USC Section 254 [h][7]), as meaning any picture, image, graphic image file, or other
visual depiction that taken as a whole and with respect to minors, appeals to a prument
interest in nudity, sex, or excretion; depicts, describes, or represents, in a patently
offensive way with respect to what is suitable for minors, an actual or simulated
scxual act or scxual contact, actual or simulated normal or perverted sexual acts, or a
lewd exhibition of the genitals; taken as a whole, lacks serious literary, artistic,
political, or scientific value as 0 minors.

Minor

The term “minor” means an individual who has not attained the age of 17.

. Obscene

The term “obscene™ has the meaning given such term in section 1460 of title 18,
United States Code.

Sexual Act, Sexual Contact

The terms “‘sexual act” and “sexual contact” have the meanings given such terms in
section 2246 of title 18, United States Code.

Directory Information

The term “directory information” is defined by FERPA, (20 USC § 1232g; 34 CFR
Part 99), as information contained in an education record of a student that would not
generally be considered harmtul or an invasion of privacy if disclosed. It includes, but
is not limited to, the student’s name, address, telephone listing, electronic mail
address, photograph, date and place of birth, major field of study, dates of attendance,
grade level, enrollment status, participation in officially recognized activities and
sports, weight and height of members of athletic teams, degrees, honors and awards
received, and the most recent educational agency or institution attended.

Section 11: Acceptable Use

A. Acceptable Uses o[ Network
The Jackson Public School District is providing access to its computer networks and the
Internet only for educational purposes or to carry out the legitimate business of the school
district.
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B. Unacceptable Uses of Network
Among the uses that are considered unacceptable and which constitute a violation of this
policy arc, but arc not limited to, the following:

1.

Uses that violaze the law or encourage others to violate the law

Examples include: transmilting ollensive or harassing messages; ollering [or sale or
use any substance the possession or use of which is prohibited by the district’s
Student Code of Conduct; viewing, transmitting, or downloading pornographic
materials or materials that encourage others to violate the law; intruding into the
networks or computers of others; and downloading or transmitting confidential, trade
secret information, or copyrighted materials

Uscs that causc harm to others or damage to their property

Examples include: engaging in defamation (harming another’s reputation by liss);
employing another’s password or some other user identifier that misleads message
recipients into believing that someone other than you is communicating or otherwise
using his/her access to the network or the Internet: uploading a worm, virus, or other
harmful form of programming or vandalism; participating 1n hacking actrvities or any
form of unauthorized access to other computers, networks, or mformation systems
Uses that jeopardize the security of user access and of the computer network or other
nctworks on the Internet.

Examples include: disclosing or sharing your password with others; impersonating
another user

Uses that are commercial or political in nature

Examples include: using the network for personal financizl gain or profit; using the
network to give others private information about yourself or others, mncluding credat
card numbers and social security numbers

Uses that cause harm to the district’s computer, network, or equipment

Examples mnclude: installing software programs, mstant messaging programs, altering
system settings, or otherwise reconfiguring computers without approval of the
appropriate personnel

Uses that is inconsistent with the purpose of the network and internet.

Examples include: using internet games, chat rooms, and instant messaging not
specifically assigned by a teacher or admmistrator; downloading music or video files
or any other files that are not directly related to a school assipnment

C. Netiquette
All users must abide by rules of network etiquette, which include the following:

1.

2.

4.

Be polite. Use appropriate language. No swearing, vulgarities, suggestive, obscene,
belligerent. or threatening language.

Avoid language and uses that may be offensive to other users. Do not use, make,
distribute, nr redistribute jokes, stories, ar ather material, which is hased upon shirs or
stereotypes relating to race, gender, ethnicity, nationalty, religion, or sexual
orientation.

Do not assume that a sender of e-mail is giving his or her permission for vou to
forward or redistribute the message to third parties or to give his/her e-mail address to
third parties.

Be considerate when sending attachments with e-mail (where permitted). Be sure the
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file is not too large to be accommodated by the recipient’s system and is in a format
the recipient can open.

Section III: Internet Safety

A. General Warning

All users, and the parents/guardians of mmor users, arc advised that access to the
clectrunic network may include the potential [ur access 10 mwalerials mappropriate [or
school-aged pupils. Every user must take responsibility for his/her use of the
compuler network and internet and stay away from these sites. Tl a student finds that
other users are visiling olfensive or harmlul sites, he/she should report such use (o the
person designaced by the school.

Personal Safety

Be safe. In using the computer network and Internet, do not reveal perscnal
information such as your home address or lelephone number. Do nol use your real
last name or any other information which might allow a person to locate you without
first obtaining the permission of a supervising teacher. If you are a minor, do not
arrange a face-to-face meeting with someone you “meet” on the computer network or
Internet without your parent’s permission. Regardless of your age, you should never
agrec to mect a person you have only communicated with on thc Internct in a
secluded place or in a private setting.

. Hacking and Other Illegal Activities

It is a violation of this policy to use the district’s computer network or the Internet to
gam unavthonized access to other computers or computer systems, or to attempt to
gain such unauthorized access. Any use which violates state or federal law relating to
copyright, trade secrets, the distribution of obscene or pornographic materials, or
which violates any other applicable law or municipal ordinance, is strictly prohibited.
Confidentiality of Student Information
Personal identifiable information conceming minor students may not be disclosed or
used in any way on the Internet without the permission of a parent or guardian, or for
non-minors, without the person’s consent. Users should never give out private or
confidential information about themselves or others on the Internet, particularly credit
card numbers and Social Sccurity numbers.

The schools or district may authorize the release of directory information, as defined
by FERPA, for internal administrative purposes, approved educational projects,
activities, and publications. As stipulated by FERPA| parents will be offered the
opportunity to deny publication of dircctory information. Parents also will be given
the opportunity to deny publication of non-dircctory information such as student
work.

Active Restriction Measures

The Tackson Public School District will utilize filtering software or other technologizss
to attempt to prevent students from accessing visual depictions that are (1) obscene,
(2) child pornography, or (3) harmful t0 minors.
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The district will also monitor the onlme activities of students, through direct
obscrvation and/or technological means, to ensure that students arc not accessing such
depictions or any other material that is inappropriate for minors. Internet access
without filters will be offered to employees at specific locations, e.g., Teacher
Resource Center, for purposes of bona fide research or other educational projects.

Section IV: E-Mail

All network users assigned an e-mail account signify by their acceptance of the account their
willingness to adhere to this policy regarding acceptable use. Failure to adhere to these
guidelines may result in the loss of the electronic mail account and access to the Internet and
may lead to further disciplinary action up to and mcluding termination. Furthermore, any activity
that may be in violation of local, state, or federal laws will be reported to the appropriate law
enforcement agency.

Section V: Privacy

Network and Internet access is provided as a tool for education. The Jackson Public School
District reserves the right to monitor, inspect, copy, review, and storg at any time and without
prior notice, any and all usage of the computer network and Intemet access and any and all
mformation transmitted or received in connection with such usage. All such information files
shall be and remain the property of the district, and no user shall have any expectation of privacy
regarding such materials.

Section VI: Failure to Follow Policy

The use of the computer network and Internet is a privilege, not a right, and mappropriate use
will result in a loss or restriction of network privileges, disciplinary action, and/or referral to
legal authorities. The network administrators will close an account when necessary. An
admimistrator or faculty member may request the network administrator to deny, revoke, or
suspend specific user access and/or user accounts.

Section VII: Warranties/Indemnification

The Jackson Public School District’s website or individual Jackson Public Schools” sites might
link, or connect, to another site that might link to a site that contains objectionable material that
the school district does not embrace or promcte. While the district will attempt to prevent
connections that are objectionable, the links are not under the district’s control. Therefore, the
disrict will not be responsible for the contents of a linked site. The links are provided only as a
convenience and the district does not endorse or imply endorsement of the linked site.

‘The Jackson Public School District makes no warranties of any kind, either express or implied,
in commection with its provision of access to and use of its computer networks and the Internet
provided under this policy. It shall not be responsible for any claims, losses, damages, or costs
(including attorney’s fees) of any kind suffered, directly or indirectly. by any user or his or her
parent(s) or guardian(s) arising out of the user’s use of its computer networks or the Intemet



JIAA

under this policy. By signing the Jackson Public School District’s Acceptable Use and Internet
Safety Contract, a user 13 taking full responsibility for his or her use, and the user who is 18 or
older or, in the case of a nser under 18, the parent(s) or guardian(s), are agreeing to indemnify
and hold the school, the Jackson Public School District, and all of the admimistrators, teachers,
and staff harmless from any and all loss, costs, claims, or damages resulting from the user’s
access to its computer network and the Internet, including, but not limited to, any fees or charges
incurred through purchases of goods or services by the user. lhe user o1, if the user 1s a minor,
the user’s parent(s) or guardian(s) agree to cooperate with the district in the event of the district’s
initiating an investigation of a user’s use of his’her access to its computer network and the
Internet, whether that Jackson Public Schools’ network aceess is on a district computer or on
another computer outside the district’s network.

The superintendent or the superintendent’s designee has the authority to amend or revise the
Acceptable Use and [ntemet Safety Contract as deemed necessary and appropriate consistent
with this policy.

SOURCE: Jackson Public School District, Jackson, Mississippi
LEGAL REF.: Children’s Internet Protection Act, Public Law 106-354; Family Educational Rights and
Privacy Act (20 USC § 1232g)
DATE: July 17, 2000
AMENDED: August 19,2002
June 26, 2012
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ACCEPTABLE USE AND INTERNET SAFETY CONTRACT

User Name Date
School/Location Grade
Home Address Home Phaone

| certify that | have read the district’s Acceptable Use and Internet Safety Pclicy. | understand and agree
to follow all of the terms and conditions of the policy. | understand any viclation of the district policy will
result in the temporary or permanent loss of network and/or Internet access and/or my user account; may
result in other disciplinary action; and may constitute a criminal offense. | agree to report any misuse of
the Internet resources to the appropriate network administrator. In consideration for the privilege of using
the district’s computers, network, and Intemet access, | hereby release and hold harmless the district and
its employees, from any and all claims and damages of any nature arising from my use, or inability to use,
the district's computers, network, or Intemet access.

User Signature

Parent or Guardian Agreement
(For students under age 18)

As the parent or legal guardian of the above student, | have read, understand, and agree that my child or
ward shall comply with the terms of the Jackson Public School District's Acceptable Use and Internet
Safety Policy for the student's access to the Jackson Public School District’s computer network and the
Internet. | understand that access is being providad to the student for educational purposes anly.
Although the district will utilize filtering software or cther technologies to prevent students from accessing
unacceptable content through the network or Internet, | understand that it is impossible for the school to
restrict access to all offensive and controversizl matenals and understand my child's or ward’s
responsibilty for abiding by the policy. | am, therefore, signing this contract and agree to indemnify and
hold harmless the school, the Jackson Public School District, the administrators, and teachers against all
claims, damages, losses, and costs, of whatever kind, that may result from my child’s or ward’s use of his
or her access to such networks or his or her violation of the district’s policy.

| hereby give permission for my child or ward to use the approved account to access the computer
network and the Intemet.

Parant/Guardian Name Date

Address Home Phone

Parznt or Guardian Sighature




Ingham County Resource Use Policy

INGHAM COUNTY

Policy Regarding the Use of County Resources, Including Information Technology
Resources

Approved June 12, 2001

Introduction

This policy sets forth Ingham County's policies with regard to the use of county resources generally, and information
technology ("IT") resources specifically. County resources generally refer to county equipment and supplies (desks,
vehicles, office supplies, copiers, ele) provided by the county Lo assist employees in carrying oul their work. [T
resources refer specifically to items such as personal computers, software, the county network, phones, the county
provided Internet connection, the county web page and Intranet; e-mail, electronic voice and video communication,
facsimile, the Internet and future technologies). The policy addresses, among other things, county access to, review or
disclosure of electronic files, electronic mail and electronic voice and video communications through or stored on any
part of the county’s TT resources. These policies do not constitufe a contract. The County reserves the right to change
them at any time.

General Policy

County resources generally, and I'l resources specifically, may be provided to employees exclusively to assist in the
efficient and effective day to day operations of offices, departments and agencies. Their infended nse inclndes the
facilitation of the employees work; collaboration and exchange of information within and between County
departments, agencies, other employees, other branches of government and the public. Lheir use also includes
providing the public with enhanced access to services and information.

County department heads, clected Officials, and the Chief ludge. with technical assistance from the MIS Department 1f
necessary, have the capability to access, review, copy, medifly and delete any information transmitted or stered in IT
resources, including voice and c-mail messages. The appropriate County department head, clected Official, or the
Chief Judge reserve the right to access, review, copy, modify or delete all such nformation for any purpose and to
disclosc it to any party if lcgally compcllcd to do s0, pursuant to the Freedom of Information Act, or if the County
otherwise deems it appropriate. Those voice or othcr IT resources files containing personal information of an employee
as a result of an employee's making incidental use of the [T resources system for personal purposes, including the
transmission of personal voice and e-mail messages, will be treated no differently than other files, i.c., the County
department heads, elected Officials, and the Chief Judge reserve the right to access, review, copy, modify, delete or
disclose them for any purpose required by law, or which the County department heads, elected Officials, and the Chief
Judge deem appropriate in its discretion. Accordingly, employees should not use the I'l resources system 1o send,
receive or store any personal information that they wish to keep private. Employees should treat the 11 resovrces
system like a shared file system -- the files or messages sent, received or stored anywhere in the respective systems
will be available for review by the appropriate County department head, elected Official, or the Chief Judge and, may
be disclosed to third parties.

Software developed using county equipment or on County time is the property of the county. Access to County
resources shall be through a password as made available by the Management Information Systems Department ("MIS
Department").

Expectations of appropriate use are set and enforced by the county-wide elected
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official, Chict Judge, department head, or as sct forth by statutce.

II.

Prohibited Uses of County Resources

County resources generally, and IT resources specifically, may be provided to employees exclusively to assist in the
cfficient and cffcetive day to day operations of offices, departments, and agencics. Notwithstanding the foregoing, the
following nses of county resources, including IT resources, are strictly prohibited, and violation of these policies may
result in discipline, up to and including immediate discharge and, where approprate, civil and/or criminal liability.
This list is not intended to be all-inclusive and individuals may be disciplined, or subject to civil or eriminal liability
for matters not listed below:

. Knowingly or negligently viewing, downloading, or any distribution or solicitation of offensive or harassing
statements, iransmission of defamatory, obscene, offensive or harassing messages or messages that disclose personal
information without authorization.

2. Knowingly or negligently viewing, downloading, or any distribution or solicitation of incendiary statements which
may incite violence or describe or promote the use of weapons or devices associated with terrorist activiiies.

3. Knowingly or negligently viewing, downloading, or any distribution or solicitation of sexually oriented messages or
mmages that are unrelated to the duties being performed.

4. Any use of County-provided resources for illegal purposes or in support of such activities.

5. Any use of county resources for commercial purposes, product advertisement or "for-profit" personal activity unless
authorized for this purpose.

6. Any sexually explicit use, whether visual or textual that is unrelated to the duties being performed.
7. Any use for religious or political lobbying.
IIT1.
Prohibited Uses of I'T Resources

1. Duplicating, transmitting or using software which is not in compliance with software licensing agreements and/or
unauthorized use of copyrighted materials or other person's original writings.

2. Security violations including, but not limited to:

A. Accessing accounts or information within or outside the County's computers and communications
facilities for which an employee is not authorized or does not have a business need;

B. Knowingly or inadvertently spreading computer viruses.

C. Transmitting confidential and/or attorney-client privileged communication and information without
proper security and authority.

D. Misuse of another's password, negligent or intentional disclosure of the assigned password or any
attempt to defeat the password security.

3. Modifying or altering software, programs or the standardized configuration of the equipment supplied by the County
including software, hardware, and OS system files without prior authorization from the MIS Department.

4, Installing, removing, storing, uploading or downloading software or programs to the IT system without prior
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approval from the MIS Department. All approved installations must be perfermed by MIS personnel or at their
direction.

5. Making available a network service (F1P server, WWW server, etc.) without written permission trom the MIS
Department.

6. Moving county equipment from its MIS designated location to a new location without prior authorization from the
MIS Department.

7. Installing hardware or software without permission of MIS.
8. Intentionally wasting L'l resources by, for example:
A Placing a program in an endless loop; or,

B. Disrupting the use or performance of County-authorized I'T resources or any other computer system or
network

C. Distributing "junk mail" such as chain letters, advertisements or unauthorized solicitations.

9. Making available any access to the County's telecommunications equipment, computers, or associated media without
written authorization from the MIS Department.

+ Using the computer system to copy and/or transmit software programs, documents or other information
protected by copyright law.

Policy Implementation

The Ingham County Board of Commissioners has adopted the County Resources Policy to govern the use of county
resources, including IT resources, and reserves the right w change any portion of it at any Uume.

There are three groups involved with the implementation of the County Resources Policy: 1) the County-wide elected
officials, Chief Judges, and Department Heads; 2) the MIS Department; and 3) the Information Systems Advisory
Committee.

Except as provided by this policy, the County-wide elected officials, Chief Judges, and Department Heads are
responsible for determining and enforcing appropriate use of county resources, including 1T resources, by employees
or contractors under their supervision and control. County-wide elected officials, Chief Judges, and Department Heads
may establish standards of approprizte use which are more siringent than defined in this policy.

Where authorization by the MIS Department is required, the MIS Directar is responsible for issuing guidelines far
obtaining such authorization. The guidelines may include the delegation of autherization to others, mcluding
departmental MIS liaisons or the County-wide clected officials, Chict Judges, or Department Heads.

The Information Systems Advisory Committee ("ISAC") advises and assists the MIS Department in the development
of long term county resource plans, implementation of system upgrades and new technologies, development of
operational procedures aflectng users, and the resolution of conflicts mvolving county resources. The ISAC 15
responsible for monitoring the overall effectiveness of the County Resources Policy and for recommendmeg changes to
the policy. The ISAC will also review any proposed guidelines implementing the policy which are proposed by the
MIS Director, prior to their issuance.

Membership on the ISAC shall be comprised of representatives from the major program areas of the County: two
representatives from the area of Law and Courts, one from the Human Services area, one from the Administrative
Services area, and the Board Coordinator. Representatives shall be appointed by the Controller in consultation with the

MIS Director.
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Ingham County employees, County-wide elected official, Judges and Department Heads are encouraged to use the
ISAC to proactively address issues relating to the enhancement of technology within Ingham County government.
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1460.00 Acceptable Use of State of Michigan Department of Technology, Management and Budget

SUBJECT:

APPLICATION:

PURPOSE:

CONTACT AGENCY:

TELEPHONE:

FAX:

SUMMARY:

APPLICABLE FORMS:

POLICY:

PROCEDURES:

Resources
Issue Date: December 22, 2003

Acceptable Use of State of Michigan Department of Technology, Management
and Budget Resources

All executive branch agency computer end-users; including employees, intems,
vendors, contractors, and volunteers. State hosted application specific end-user-
agants at county and local units of government. Sysiem and network
administrators. Lead-workers, supervisors, administrators, and managers at all
levels. DTMB Office of Enterprise Security (OES). All computing equipment,
devices, systems, servers, and data networks.

To identify acceptable use of State of Michigan information technology
resources, to provide awareness of expected end-usar behavior, and to
safeguard |IT data resources.

Department of Technology, Management and Budget (DTMB)
Office of Strategic Policy.

5171373-7326
517/335-2355

This policy identifies acceptable use of State of Mich gan Technology,
Management and Budget Resources, provides awareness of expected end-user
behavior, and is also intended to safeguard IT data resources. This policy
requires that end-users maintain respect for the privacy of protected citizen and
emgloyee information at all times. A cooperative effort from every employee is
necessary to prevent misuse, eliminate the risk of liaoility to the State, and
promote the efficient utilization of IT resources and information technology
senvices.

None.

A primary mission of the Department of Technology, Management and Budget
(DTMB) is to provide and sugport end-user computing devices, systems,
applications, and network communications resources. These resources are for
the official use by executive branch employees to meet the daily operational and
business requirements of departments, agencies, and the various boards and
commissions of the State of Michigan. Information technology resources
provided to employees are for the purpose of delivering public services to the
State’s diverse groups of customers in a more efficient manner. Employees
should have ne expectations of personal privacy protection when using State
owned I T resources.

Acceptable uses of IT resources include:

A. Uses authorzad by agency business units, with the exception of items listed in this

policy.

B. Personal use by employees for interaction with human resource, time accounting,
compensation, and employee benefits and health administration programs managed by
or administered for the State of Michigan.
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F.

Access to information and transactiors made available on the 2-Michigan portals.

Use of applications or access to information provided for genzral audience use on
enterprise or agency intranet hosts.

Access to Intermet hosted on-line reference and information sources such as phone
directories, on line dictionaries, or mapping and weather services if such use adds value
to the business unit, increases employee efficiency, or legally avoids costs that would
otherwise be incurred by the State of Michigan for such referenced services.

Statutory and regulatory activities.

Unacceptable uses of IT resources include (bJt are not limited to):

A.

Any use of computer equipment that violates State or U.S. law and regulations are clear
violations of acceptable use. The deployment, delivery, and use of technology resources
within State of Michigan executive branch agencies is governed by statute and published
procedures such as those cantained in the DTMB administrative guide or within specific
department and work group policies. Computer end-users and their direct supervisors
must be aware of and be accountable for the elements of these laws, regulations,
policies, and procedures as they affact daily work and responsibilities related to the use
of IT resources utilized within their line of business work group.

Creating or forwarding of chain mail regardless of content, scurces, or destinations.
Posting agzncy information to external newsgroups, bulletin boards or other public
forums without authority.

Using equioment for personal profit, political fundraising, gamkling activity, non-business
related instant messaging or chat room discussions, and downloading display of
offensive material.

. Any use thal violates public safety or compromises the privacy of legally protected

resident or citizen infarmation.

Hacking sysiems and databases or acting to disrupt systems cr cause unnecessary
network congestion or application delays.

Use of any remote control software on any internal or external host personal computers
or systems not specifically set up by DTMB staff using methods authorized by standard
or policy.

All employees or computer end users shall be made aware of this policy and educated about its
content and the impact of violations of acceptable use criteria.

A. Awareness and education:

(1) Each exacutive branch end user is requirad to acknowledge this policy.

(2) Log in screen reminders (appendix 1) are required for periodically reminding
employees of this and similar policies directly affecting end-users. These reminders
will be presented on screen pricr to or during the logging in routine.

(3) IT training sponscred by the State of Michigan may include a segment on this policy
and good cyber-citizenship.

(4) Applicaton specific security rules and procedures mandated by State of Michigan
and federal regulations must also be rigorously adhered to in order to safeguard
legally protected data resources from compromise and should be a part of agency
sponsorad privacy and security awareness efforts.

(5) Every user should perform due-dligence measures o contribute to a professional.
safe, pleasant, and non-offensive IT user environment. Remember: e-mail is subject
to the Freedom of Information Act (FQIA). E-mail and other information may still
remain on your PC after deletion.

(6) Violation of this policy may result in agency-administered discipline up to an including
dischargce. Criminal or civil action may be initiated in appropriate instances.
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B. Inadvertent and Eroneous use — End-users inadvertently directed to a web site that
violates laws, regulations, or polices may claim erroneous usz. Mistakes occur when
using IT resources without any emp oyee intent to viclate polcy. A claim of this type is
only substantiated by connection times measured in seconds, rather than minutes when
found in network, system, or application log audits done to verify or detect abuse. Repart
to supervisors or managers when un-intentional misuse occurs. Self-reporting is
encouraged and may be done without consequence.

DEFINITIONS:
Agency - means executive branch entities including agency, department, board, or commission.
AlO - Agency Infermation Officer
Business Units - Supervised areas of related work responsibility as explicitly defined and
delegated to them by executive branch agency directors, boards, or commissions of the State of
Michigan.
Chain Mail - unauthcrized non-government or NON-business related e-mail to large groups. the
SOM address book, or to unspecific destination addresses that suggest that the receiver should
further disse minate the message.

DTMB - Department of Technology, Management & Budget

Due Diligence - activities that ensure the protection mechanisms are continually maintained,
operational and apolicable to state and federzl laws.

Employees or comouter end-users - includes the broad range of persons who are supplied witn
any IT resources or application access by DTMD to accomplish State work and include all
executive branch agency employees; includ ng interns, vendors, contractors, volunteers, and
agents at county and local units of government who are given password access to specific State
of Michigan hosted epplications.

Hacking - Gaining or trying to gain unauthorzad access to systems and databases either internal
or external to the State of Michigan computer systems or networks for the purpose of viewing,
stealing, or corrupting data.

IT systems or resources - Data networks (over any media type); computer devices including:
servers, hosts, laptops, desktops, handheld, or tablet pc; communication devices: phone, web
phones, or pagers; and software applications accessed with any interface device.

Mass Mall - authorized State of Michigan business related e-mail to large groups or the whole
SOM address book sponsored or originated within an agency business unit.

OHR - Agency Office of Human Resources
OES - DTMB Office of Enterprise Security

QUs (operations units) - describe any emplcyae groups of DTMB funztions supporting specific
agencies and/or applications.

S0OM - State of Michigan
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RESPONSIBILITIES:

A, Employee end-users — must read this document, understand the expectations and take
personal responsiblity for adhering to the provisions of this policy. Each end-user will be
required to acknowledge receipt of this pclicy and any agency spzcific addendums. All
categories of employees must realize that misuse or abuse of IT resources may lead to
department or agency investigation and initiation of legal or disciplinary actions. Be aware
that computers essigned to you may also be removed from your office area for analysis.

B. Agents, contract staff, vendors, and volunteers — are required to adhere ta this palicy,
acknowledge an awareness of this policy, however realizing the eonsequences of willful
violation will be appropriate to their status.

C. Supervisors, managers, or directors - make up the first line of accountability for staff
compliance with this policy and shall recuire that all staff under their management read, and
acknowledge the acceptable use agreement, and abide by the provisions of this policy.

D. Agency OHR - shall support supervisers and managers as needed in the awareness and
disciplinary enforcement of this policy.

E. DTMB staff and OUs- shall report suspected violations to OES whan found in the normal
course of system support activity and assist OES with audits and enforcement actions when
requested to do so.

F. Office of Enterprise Security (OES) -- shall receive and document reports of suspecied abudse
from any source and act as necessary on each reparts.

G. OES shall plan and supervise periodic system and network audits io detect potential abuse
and shall use these audits to identify and investigate non-compliznce with the provisions of
this policy. Report incidents of abuse o egency DTMB AIO, agency OHR liaisen, and
agency intemal auditor, and where abuse may involve criminal activity o appropriate State of
Michigan or other law enforcement officia's. Assist in the collection and preservation of
digital forensic evidence when requested by law enforcement officials.

H. Agency Business Units - shall ensure that all aspects of the IT Accaptable Lse policy and
standards are communicated to staff with n their divisions and wark groups.

l. Contracts Management and Purchasing Division — Holds the responsibility to
communicatz aceeptable use policy to vendors and contract staff that will be using IT
resources, emphasizing the need for 2nsuring compliance with this policy. Purchasing
process shall include contract language requiring vendors’ staff to follow acceptable use
policies, and require that all vendor staff acknowledge the acceptable use agreement.

EFFECT:

The policy described in this section sets a minimum level of conformance that will be
implemented across the State of Michigan enterprise. Agency work rules should support this
policy direction and provide departmental guidance on how violations will be handled. Work nues
or palicies that are consistent need not be reissued. State Departments desiring to implement
moare restrictive policies regarding informaticn technology resources may do so by coordinating
with OES prior to implementation.
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Appendix 1

Sample Screen Acceptable Use Agreement login acknowledgement in Window or Banner:

| have read and am fully aware of the
STATE OF MICHIGAN

Department of Technology, Management and Budget Resources
Acceptable Use Policy
# 1460.00
| understand that | am expected to
act in accordance with this policy
when using State of Michigan computing equipment and applications
atall times.
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